From: Greer, Christopher M (JMD)

To: Greer, Christopher M (JMD)
Subject: FW: Urgent - New Accounts for Special Counsel
Date: Wednesday, October 23, 2019 1:24:25 PM

Attachments: Add (JCON) Network User Account - Beth McGarry.pdf
Add (JCON) Network User Account - Lisa C Page.pdf
Add (JCON) Network User Account - df
Add (JCON) Network User Account - Brandon Van Grack.pdf

From: Greer, Christopher M. (JMD)

Sent: Saturday, May 20, 2017 9:30 PM

To: Susan.Schreiner@usdoj.gov; DOJ Service Desk (JMD) <DOJServiceDesk@jmd.usdoj.gov>
Cc:_ (JMD); Omberg, Peter D. (JMD) <pomberg@jmd.usdoj.gov>; Deeley,
Kevin (JMD) <kdeeley@jmd.usdoj.gov>; Brooks, Darlene W (JMD) <dbrooks@jmd.usdoj.gov>; DOJ
Wireless Services (JMD) <Ex_DOJWirelesSendAs@jmd.usdoj.gov>; Klimavicz, Joseph (JMD)
<jklimavicz@jmd.usdoj.gov>; Davis, Ashley (JMD) <asdavis@jmd.usdoj.gov>

Subject: Urgent - New Accounts for Special Counsel

Susan,

As we discussed, in addition to the accounts the team set up Thursday night, we have 4 additional
accounts we need completed no later than Noon Monday, preferably by 10am. One of the four,
_, has been created, but she still needs to be hidden in the GAL.

I'll be at PHB Sunday With-around noon Sunday if there are any questions about the forms. We
need these set up just like the four from last Thursday. In addition, we’ll need 4 additional phones.
My preference of phone is in the following order:

e iPhone 7+

e iPhone7
e iPhone 6+
e iPhone6

| am not interested in Samsung’s at this point as I'd like to deploy a standard mobile technology (all
Apple or all Samsung). - may need your help to communicate this to the users. If thereis a
reason to deviate, I'll look to you to make that call.

Unrelated to the above new accounts, | plan to bring another printer to PHB Sunday for the team’s
use. Itis the same one connected to Lee’s laptop at RFK, courtesy of Mark Samuel. We'll need

someone available to connect it to the network prior to 9am Monday morning.

I'll be at PHB wit ‘unday around noon to see where things stand if anyone needs anything.
Please feel free to call me anytime with questions.

Regards,
Chris
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From: LFW

Sent: Thursday, June 15, 2017 7:36 PM
To: Greer, Christopher M. (JMD)
Subject: Re: Mobile Devices

Yes. IMElI number. (Not sure if | have that right). We use that number instead of the serial number
since that number is needed to turn on or off devices.

Sent from my iPhone

On Jun 15, 2017, at 7:13 PM, Greer, Christopher M. (JMD) <cgreer@imd.usdoj.gov> wrote:

Damian is keeping a record of all the mobile phones, including asset tags and mobile numbers,
-~ £
e

being issued to the SCO. Do we need to capture any more information to be ready to transfer

the assets to SCO?
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Regards,
Chris

From: Feliciana, Damian R (JMD)}

Sent: Thursday, June 15, 2017 3:40 PM

To: Brooks, Darlene W (JMD) <dbrooks@imd.usdoj.gov>; Givens, Brookey E. (JMD)
<begivens@jmd.usdoj.gov>

Cc: Brown, Ahmad (JMD) <ahbrown@jmd.usdoj.gov>; Walls, Charles F. (JMD)
<cfwalls@imd.usdoj.gov>; Greer, Christopher M. (JMD) <cgreer@jmd.usdoj.gov>
Subject: RE: Mobile Devices

Thanks,

Damian R. Feliciana

OCIO/SDS/Customer Operations

Customer Service Representative

CACI

damian.r.feliciana@usdoj.gov/ 202-616-7100

From: Brooks, Darlene W (JMD)

Sent: Thursday, June 15, 2017 3:30 PM

To: Givens, Brookey E. (JMD) <begivens@jmd.usdoj.gov>

Cc: Feliciana, Damian R (JMD) <Damian.R.Feliciana@imd.usdoj.gov>; Brown, Ahmad (JMD)
<ahbrown@imd.usdoi.gov>; Walls, Charles F. (JMD) <cfwalls@jmd.usdoj.gov>; Greer,
Christopher M. (JMD) <cgreer@jmd.usdoj.gov>

Subject: RE: Mobile Devices

Thanks can you send me the actual excel spreadsheet?

Darlene W. Brooks

Branch Chief (Acting)

End User Services

Service Delivery Staff

[.S. DOJ JMD/OCIO

Darlene.w.brooks@us oy

(202)616-3970 - desk
mobile

If I am not available please contact:
Omar Khan on {202)305-7794

From: Givens, Brookey E. (JMD)

Sent: Thursday, June 15, 2017 3:01 PM

To: Brooks, Darlene W (JMD) <dbrooks@jmd.usdoj.gov>

Cc: Feliciana, Damian R (JMD) <Damian.R.Feliciana@imd.usdoj.gov>; Brown, Ahmad (JMD)
<ahbrown@imd.usdoj.gov>; Walls, Charles F. (JMD) <cfwalls@imd.usdoj.gov>; Greer,
Christopher M. (JMD) <cgreer@imd.usdoj.gov>
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Subjecf: RE: Mobile Devices

Mobile Number

Brookey E. Givens
OCIO Service Delivery Staff

Customer Operations, Service Desk

Customer Representative
brockey. e givens@ usdoi gov

202 616 7100

<Special Counsel - Mobile Numbers.xlsx>
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From: LCP

Sent: Thursday, July 13, 2017 12:26 PM

To: Page, Lisa C. (OGC) (FBI)

Subject: Fwd: more forms

Attachments: SCO Exit Certification Checklist.pdf; ATTO0001.htm

Sent from my iPhone
Begin forwarded message:

From: "BAM" 4
To: "LCP" ¢
Subject: more forms

Hi Lisa — Of course, we can't let you go without completing a form. When you get a chance, could
you stop by and we can go over the attached form? Thanks! Beth

Beth McGarry
Executive Cfficer

Specis! Counsel's Office

NOTICE: This email (including any attachments) is intended for the use of the individual ar entity to which it is addressed
It may contain information that is privieged, confidential or otherwise protected by applicable law. If you are not the
intended recipient (or the recipient's agent). you are hereby notified that any dissemination, distribution, copying, or use of
this email or its contents s strictly prohibited. If you received this email in error, please notify the sender immediately and
destroy all copies
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From: e

Sent: Thursday, July 13, 2017 3:32 PM
To: BAM
Subject: RE: Employee Exit Certification and Checklist

Sounds good to me!
Per Jennie - Please make sure she doesn't delete any text messages off of her DOJ iPhone, if any.

Everything else should be saved on her H drive on J[CON and in her email. This will be good for me as the
RSO to go behind and see how that function works.

Records Officer

Special Counsel's Office
(Work Cell)

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to which it is
addressed. It may contain information that is privileged, confidential, or otherwise protected by applicable law. If you
are not the intended recipient [or the recipient's agent), you are hereby notified that any dissemination, distribution,
copying, or use of this email or its contents is strictly prohibited. If you received this emall in error, please notify the
sender immediately and destroy all copies.

From: BAM

Sent: Thursday, July 13, 2017 3:30 PM
To:
Subject: RE: Employee Exit Certification and Checklist

Lisa's last day is tomorrow © and she could only make a meeting at 3:30. | will try and fill out the records form with
her If we need more information she will be back at the FBI OGC so we can always follow-up with her there

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to which it is addressed. It may contain
informaticn that is privieged, confidential, or otherwise protected by applicable law. If you are not the intended recipient (or the recipient’s
agent), you are hereby notified that any dissemination, distribution, copying, or use of this email or s contents is sirictly prohibited. f you
received this email in error, please notify the sender immediately and destroy all copies

QA EE

Sent: Thursday, July 13, 2017 3:28 PM

To: AW B CC QR ) 0) (O R

Subject: RE: Employee Exit C

-provided me with this form: https://dojnet.doj.gov/imd/ormp/forms/RIM-Exit-Checklist.pdf
which is a records checklist. I think it will be helpful to talk to Lisa about any records she had on JCON and
any other FBI systems. | don't have to be at this meeting, but | definitely would want to schedule a meeting
about her records at some point.
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Thanks,

Records Officer
Special Counsel's Office
(Desk)

Nork Cell)

NOTICE: This email (including any attachments) is intended for the use of the individua! or entity to which itis
addressed. It may contain information that is privileged, confidential, or otherwise protected by applicable law. If you
are not the intended recipient (or the recipient's agent), you are hereby notified that any dissemination, distribution,
copying, or use of this email or its contents is strictly prohibited. If you received this email in error, piease notify the
sender immediately and destroy all copies.

From: BAM
Sent: Thursday, July 13, 2017 3:13 PM

) 6). B (1(C) AT @1, T ]

Subject: RE: Employee Exit Certification and Checklist

| am meeting with Lisa Page tomorrow at 3:30. You may either join me in the meeting or let me know what you
would like me to retrieve from Lisa. Beth

NOTICE: This email {including any attachments) is intended for the use of the individual ar enfity to which it is addressed
It may contain information that 15 privileged, confidential, or otherwise protected by applicable law. Ifyou are notthe
intended recipient (or the recipient's agent), you are hereby nofified that any dissemination, distribution, copying, or use of
this emall or its contents is strictly prohitited. If you received this email in error, please notify the senderimmediately and
destroy all copies

—0Onginal Message—-

From: LFW
Sent: Thursday. July 13, 2017 11:36 AM

RE"J"'., S l: \J“'J'F\
Subject: Employee Exit Certification and Checklist

Business Operations Team
Since we have our first detail employee leaving us, it is time to roll out our first form/policy
Attached is the SCO Exit Certification and Checklist. This is meant to be routed through everyone electronically

with final certification happening by the designated Clearance Official; but we can certainly default to printing and
signing. Not all of us will have to touch this, but | wanted to be sure everyone was aware of the need to complete

this form. For most people, Beth will serve as the Supervisor and Clearance Official, although she may delegate
the supemvisor responsibilities on the form in some or most instances

| have also forwarded separately 1(_he DOJ Records exit forms

Please let me know if you have any gquestions

AUTTHITISLEGLIVE ‘.-'IIlLL_.f

Special Counsel's Office
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NUTICE: This emall (Including any attachments) IS intended for the use of the Individual or entity to which It Is
addressed. It may contain information that is privileged. confidential, or otherwise protected by applicable law. If
you are not the intended recipient (or the recipient's agent), you are hereby notified that any dissemination
distribution, capying. or use of this email or its cantents is strictly prohibited. If you recewved this email in error
please notify the sender immediately and destroy all copies

—-Driginal Message—
From: LCP

Sent: Thursday. July 13. 2017 9:55 AM

Subject: Leaving the SC

As you have likely heard, as | approach the end of my 45 day TDY. | have decided to return to the FBI full-time. So
that cbviously means | will need to return equipment, do outbriefings, etc. Please let me know when you would like
me to come over to do this. Thanks very much

Lisa
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BAM

From: BAM

Sent: Thursday, July 13, 2017 3:45 PM

To: LFW

Subject: RE: Employee Exit Certification and Checklist

Thanks — just what | needed to know

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to which tt 1s addressed, It may contain
information that is privieged, confidential, or otherwise pro by applicable law. If you are not the intended recipient (or the recipient's
agent), you are hereby riotified that any dissemination, distribution, copying. or use of this email or s contents is strictly prohibited If you
received this email in error, piease notify the sender immediately and destroy all copies

-
M =

From: LFW

Sent: Thursday, July 13, 2017 3:40

(5)©). 6 (T

Subject: RE: Employee Exit Certification and Checklist

| will not be here tomorrow.

All equipment that | need will be covered as you go through the form. Please use N/A on spaces which do
not apply so we have a record that all items were considered.

She has a laptop (which may already be ir-area}, a DO cell phone & charger, and, perhaps a PIV
badge. Since she is not actually leaving employment, the security and ethics debriefs will not have to
happern.

Administrative Officer
Special Counsei’s Office

NOTICE: This email (including any attachments) is mntended for the use of the individual or entity to which it 1s addressed. It
may contain information that is prvileged. confidential or otherwise protected by applicable law. If you are not the intended
recipient (or the recipient’s agent). you are hereby notified that any dissemination. distrnbution. copying. or use of this email
or its contents is stnctly prohibited. If you recerved this email in error. please notify the sender immediately and destroy all
copies.

From: BAM
Sent: Thursday, July 13, 2017 3:19P
To: LFW < :

Subject: RE: Employee Exit Certification and Checklist
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From: LFW

Sent: Monday, July 17, 2017 1:53 PM
To: Greer, Christopher M. (JMD)
Subject: Re: Lisa Page - left SCO

| think we want to hold for just a bit to make sure she isn't coming back.

| have her phone and laptop. We should check to make sure she didn't save to c: and we need a
procedure for getting h: documents.

Sent from my iPhone

On Jul 17, 2017, at 1:38 PM, Greer, Christopher M. (JMD) <cgreer@jmd.usdoj.gov> wrote:

Thanks for the update.-do you want to submit a delete request as part of your checkout
procedure or would you like me to submit?

Chris

From: BAM
Sent: Monday, July 17, 2017 10:24 AM

To: Greer, Christopher M. (JMD) <cgreer@jmd.usdoj.gov>
Cc: LFW < >

Subject: Lisa Page - left SCO

Hi Chris — Lisa Page's detail ended on Saturday She will no longer need access to JCON. She
returned her maobile phone and laptop. Beth

Beth MeGarry
Executive Officer
Special Counsel's Office

NOTICE: This email (including any attachments) is mtended for the use of the individual or entity te which it is addressed

it may contain information that is privieged, confidential, or otherwise protected by applicable law. If you are not the
intended recipient (or the recipient's agent), you are hereby notified that any dissemination. distribution, copying, or use of
this email or its contents is strictly prohibited. If you received this email in error, please notify the sender immediately and
destroy all copies.

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to which
it is addressed. It may contain information that is privileged, confidential, or otherwise protected by
applicable law., If you are not the intended recipient (or the recipient's agent), you are hereby notified that
any dissemination, distribution, copying, or use of this email or its contents is strictly prohibited. If you
received this email in error, please notify the sender immediately and destroy all copies.
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From: PPS1

Sent: Wednesday, August 9, 2017 1:22 PM

To: Strzok, Peter P. (CD) (FBI)

Subject: Fwd: SCO Exit Certification and Checklist
Attachments: SCO Exit Certification Checklist.pdf; ATTO0001.htm

Peter P Strzok Il

The Special Counsel's Office
(C)

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to
which it is addressed. It may contain information that is privileged, confidential, or otherwise
protected by applicable law. If you are not the intended recipient (or the recipient's agent), you are
hereby notified that any dissemination, distribution, copying, or use of this email or its contents is
strictly prohibited. If you received this email in error, please notify the sender immediately and
destroy all copies.

Begin forwarded message:

From: “Lrw <IN
To: "PPS1” < per

cc: "RU" < 7 "BAMH 3
Subject: SCO Exit Certification and Checklist

Attached for completion is an Exit Certification and Checklist. This form must be completed
and signed before you leave for another assignment.

Beth serves as the SCO Clearance Official. | can assist you in filling out the form if you have
questions.

Administrative Officer

;Iiii A"‘| { | I» 'riit'l"l Off’.ff

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to
which it is addressed. & may contain information that is privileged, confidential, or otherwise
protected by applicable law. If you are not the intended recipient (or the recipient’s agent), you are
hereby notified that any dissemination, distribution, copying, or use of this email or its contents is
strictly prohibited. If you received this email in error, please notify the sender immediately and
destroy all copies.
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From: BAM

Sent: Thursday, January 25, 2018 10:44 AM

To: AMZ

Subject: relevant exit forms

Attachments: Strzok, P_SCO exit form.pdf; Page, L_SCO exit form.pdf
Attached

Beth McGarry
Executive Officer
Special Counsel's Office

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to which it is addressed. it may contain
information that is privieged, confidential, or otherwise protected by applicable law . If you are not the intended recipient (or the recigient's
agent), you are hereby notified that any dissemination, distribution, copying, or use of this email or ts contents is strictly prohibited  If you
received this email in error, please nctify the sender immediately and destroy all copies
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SCO EMPLOYEE/CONTRACT EMPLOYEE EXIT CLEARANCE CERTIFICATION

Name: Erﬁployee ] Contract Empioyse | Position/Title/Grade;

oL

Forwarding Address: Organization:

G3¢C P g A wie 705%|  FBT

Supervisor/Contracting Officer’s Representative

527 7

Separation Date:

2/ u(eonz

INSTRUCTIONS

The SCO Employse/Contract Employee Exit Clearance Checklist shall be Inillated by the supervisor, administrative officer, or

equivalent clearance official and employee/contract employee no less ten (10) business days prior to separation. The original {
chacklist must be attached fo the completed Exit Clearance Certification, along with all other documentation required by the checkiist, |
and maintained for up (o (hree years by the Clearance Officlal pursuant to DOJ Order 1200. 1.

The Clearance Official is a Federal Government employee designated by the Companent head to ensure adherence to DOJ Order
1200.1, Part 12-2, coordinale Ihe clearance of separating employeelcontract employes, and provide advice for resolving malters related
to accounting feritems and DOJ records upon separation from senvice. When Government property and information cannot be located
or retrieved, an explanation must be atlached to the Exif Clearance Checklisl.

The Clearance Official shall instruct separating employees/conlracl employees on the required routing and processing of the Exit
Clearance Checklist, specifying the location of each official involved in the process, including the component's accounting or financial
office, servicing personnel office, records custodian/manager, securily programs manager (SPM), ethics official, and property custodian
officer and/or accountable property officer, as the final destinations before returning the completed form Lo the Clearance Official,

PART 1: CLEARANCE OFF|CIAL CERTIFICATION
| cerfify that | have:

ormed the separaling employee/contract employee (or hisfher survivor) that failure to complele the Exit Clearance Checklist
and Exit and to comply with applicable reguirements regarding accountable gaverriment property. records management and
financlal obligations may result in a delay in the release of final salary and lump sum leave payments, if applicable, in accordance

with 5 1.8 C. 5514, 31 U,S.C. 3701 el seq.

O3 Advised any reassigned, separating, or transferring employee who has access to National Securily Information (NS) that |he
access will be terminated immediately upon separa r reassignment and thal a security debriefing fs required.

T Department Component aﬁd will continue te need NSI access, the gaining

Nole: If the employee is reassigned to
proper justification to the security staff of the losing Component o ensure the employee's

 Component is responsibie for provid
NS[ access remains aclive.

Eﬂglved issues Idenlified by Accountabla Properly Dfficer that Govermnment propsrty has not been relurned or that an |
employee indebfedness exists. This includes, where necessary, taking steps pursuant lo 5 U,S,C, 55614 to recover the
Indebledness (including the depreciated valus of missing or damaged Government property) through the offset of amounts still
owed to the employee. Collecion procedures are oufiined at 28 CFR Part 11. and in the Department's Order on Collection of Debts
by the Department of Justice, DOJ 2120.3C

L"ﬁhmltted any fallure of an employee/contract employee to surrender a sensifive or conlrolled item to the Component's
Property Management Oificer for referral fo lhe appropriate Board of Survey or alternative Investigative mechanism, in accordance
with the Depariment’s Order on Property Management, DOJ 2400.3A,

* O Notified the payroll unit of the em

N payments. In the case of & cont
@/Obtalned the completed Exit Clearance Checklist, verified thal all required levels of exit clearance were completed, veriflad lhe
authenticity of clearance cerifications, approved the form, and provided a copy of the certified form to the employee.

The certified form will be maintained in the files of the Clearance Official for 6 months to 3 years (Up to 3 years if the employee has
an uncollected debt).

‘s servicing personnel office of pending separation date, final salary and leave
mployee, nolified the appropriate Contracting Officer's Representative.

Clearance Qffici
Signature: "

Date7 [/
Printed Name:/

g/l 7

y,
SCO Exit Clearance Ce%ﬁcaﬁon - Page L of 3 |
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PART 2: SEPARATING EMPLOYEE/CONTRACT EMPLOYEE CERTIFICATION

In accordance with DOJ Orders 2120,3C, 2400.3A and DOJ Polley Statement 0801.02, | cerlify (hat;

WA

W
\W I

N

PART 3:

% discussed tha slalus of all pending work matters with my supervisor,

Bl-+iTave obtained an eWg from Departmental Ethics Office, if required. (DOJ Employees only) (202-514-8196),

| have obtained debriWn SEPS If | had access to NSI/SCI (202-514-3738).

& | havé surrendered all Government owned property, including Government-owned vehicles, compulers, laptops, iPads/tablats,

and other information technology equipment, firearms, ammunition, and other controlied property, such as cellular telephones,
pagers, office keys, unused transit subsldy passes, parking permits, uniforms and apparel,

[ | have surrendered all p s, visas, official passporis, special [dentification badges and credentlals, passwords, combinalions,
elc,, issued in connectiopafith employment In the Component.

O | have returned all Goverga@ssusd travel, purchase, or fleet charge cards, and oulstanding traval vouchers, elc.

EH’@ returned all loaned materials and audio visual equipment including books and, projectors, screens, tape and digital
recordersiplayers, etc.

#rThave returned all federal records, classified docurments, sensitive malerlals, file and desk keys, manuals and handbooks, lc.

T have not removed or desiroyed any records, official documents, and/or documentary materials from the Depariment of Justice
that are expressly prohibited from removal/destruction. | have obtained and submitted to the component's Recards
Custodian/Manager the written approval of the Deputy Attorney General, Assistant Attorney General for Administration, or
Compenent Head for the removal of any other non-public documentation as required in Policy Statement 0801,02.

Mrﬁe liquidated all debts owed to the Govemment for outstanding advances for travel, salary overpayments, leave, imprest
fund, and other purposes; including student loan repayment and service agreements, such as training or allowance/bonus
agreements or transfer orders requiring a period of service

g/lhavéfurnished a written explamation of the circumstances regarding any accountable property that was not returned or
eared.

Wuad that the depreciated valye of Government property charged to me may be withheld from monies due me If the loss,
eft or damage o such property

Emplayee / C
Signature:

Printed Name:

RECORDS CUSTODRIAN/MANAGER

In accordance with Policy Stalement 0801.02, | cerlify that:

P o
#&Thave informed the employeefcartract employee about the prohibilion on removing or destroying any records, official
documents, and/or documentary materials from the Depariment of Justice (hal are expressly prohiblted from removal,

= The employee has obtained and has submilted to the Component's Records Officer/Manager, {he wrilten approval of the
Deputy Altorney General, Assistant Attorney General for Administration, or Component Head for the removai of copies of other
non-public information, as required in Policy Statement 0801,02

UThe separating employee/contract employee has identifled all DOJ records and non-records within his/her possession and
conkol, including the location of those records; and furher, thal the employee/cantract employee has removed personal
information from DOJ files and sagregated any duplicates and reference malerials for appropriate dispaosition In accordance with
component policies for non-record materials.

s
K‘/have altached an explanation to the Exit Clearance Checklist for all government property and information that coutd not be
localed or retrieved.

Date

/1113

Records C
Signature:

Printed Name:

SCO Exit Clearance Certification - Page 2 of 3

Document ID: 0.7.1618.23391-000001

002016-000014



PART 4: PROPERTY CUSTODIAN OFFICER/ACCOUNTABLE PROPERTY OFFICER

| certify that accountable items have been processed in compllance with DOJ Order 1200,1, Par 12-2 and the Department's Order on
Propygemem, DOJ 2400.3A.
have reviewed accountable property records to determine whether the deparling employee/contract employee has possesslon
of any Government properly or is indebted to the Government, and:
All government property has been returned or otherwise properly accounted for and any indebtedness pald; OR
[JJ ¥ am withholding o ara% e and have notified the Clearance Offictal of the nafure and/or dolilar value of the unsatisfied liability

because: 1) equip § amaged as a result of ernpioyee negligence, 2} equipmenl has not been retumed, or 3) an
indebtedness is n S

Property Custodian Officer Date
Signature:

Printed Name:

Accountab L) Date |
Signature: !

Printed N

SCO Exit Clearance Certification - Page 3 of 3
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SCO EMPLOYEE/CONTRACT EMPLOYEE EXiT CLEARANCE CHECKLIST

t—->nj';"€)g(7n{(

Name: Employoe ElContract Employee Sep;;a?:m Eata:
1l 7
e

The foflowing list is nol Intended to be all inclusive but is to serve as a reminder of actions that may need to be taken when
an ermployes or contract employee separates. All ilems may not apply to every situation. This checklist shall remain
aitached {o the SCO Employee/Confract Employee Exit Clearance Certification.

LIST OF ACCOUNTABLE ITEMS AND ACTIONS

PART 1: SUPERVISOR

DUTIES/ASSIGNMENTS Date / Inlflals Notes
Review and reassign pending or cpen wark A o
Revisw officlal designations and reassign —

e.9.. Records Custedian, Direclives Manager, Training
Coordinator, OEP team member, Conlinuity Programs
Manager, OSHA, T&A Coordinator, purchase card holder, etc.

HUMAN RESOURCES Date /Initials Notes \
Prepare PWP/Appralsal — Interim/Close-out Raling of Record
Issue Exit Survey/Conduc! Exil Interview Link to OARM survey for attorneys

=

Confirm elhics briefing (DOJ employees, only) (Call 202-514-8196)

| Outslanding Training or Service Agreements (aitach) > ~ = :

ﬁ“ Request for Personnel Action (SF-52) Z 1L L S O I 33— 1 1 e
Request resignation tetter, if appiicable b

Employee Separation Package/Benefits Counseling \\\&

T&A Audit/l eave balances/notification o timekeeper
(attach print screen from final webTA summary)
Final T&A validaled/certified (print and attach to checklist) h N

SYSTEM ACCESS (Computers, IDs, Passwords) Daie / Initials Notes
Determine whether continued component access to JCON H:
6 drive and/or email is necessary.

¢ Process JCON Dalele/Transfer Request form - -
JCON-S/TS system access terminated SN Al

RSA key fob token returned

Cance! or reassign desk top phone & voice tnallbox At VK Y2159 K (') —

Terminate financlal and procur emeni syslems access — \A % I !
= 0\ i ) h ‘L 1
LI | § NS ,3'/

FMIS, NFC, UFMS, E2, PRISM, PaymentiNet, WMATA, ete.
Terminate research access — Lexis/Nexis, Westlaw, A(
ChoicePoint {CLEAR), Pacer, elc. [J\

Terminate Human Resources and Securily syslems access — I\I\ /)r ;&/4

USAStatting, WebTA, JSTARS, etc.

Terminate all other systems access - /\f \ {)( ,{AA.) |
T

(e.g., FOIA, 1Q, ARCIS, JRCS, elc.)

FINANCIAL *\ Pate / Initiale Notes

Cancel accountable Officer Signature Form (OBD-234) \
Setlle fravel obligations (e.g, travel card balances, travel

advances, refocation paymenis) \\
Travel vouchers submitted for processing W f g e
Government Financial Obligations (e.g., student loan, Y \\ ‘\ ﬂ i f }
recruitment, relocation bonus incenlives, late filing fees) w3

Procurement Services Notification (warrant hoiders) \! \ 4

Elhles Office Notification (financial disclosure filers) [ L
Subscriplions (name change or ¢ancellation) \

A Val

—_—

~
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SCO EMPLOYEE/CONTRACT EMPLOYEE EXIT CLEARANCE CHECKLIST

— i

Name; UEmployea LlcContract Employee | Separation Date: /

& Sl ‘ {’M( 1

p—

PROPERTY Notes
Keys — building, office, desk. file cabinets, stc.
Official passport
Govermnment phone card
GETS phone card
Purchase card
Travel card
Parking permits, pucks, hang tags, garage access card
Unused Metro fare cards/Smart Caid balance
Governmerit paid residential phore line disconnected
Audio/visual equipmant
Access card, AEGIS, Card Key
Credentials, PIV badge

Other Government issued ID (e.g., FBI, |C, Press)

£
I

PART 2: RECORDS CUSTODIAN/MANAGER/OFFICER

When Government property and Informafion cannot be located or retrieved, an explanation mus! be altached to the Exit ‘
Clearance Checklist, )
[
|

DOJ RECORDS e Notes

All non-record material removed from electronic and paper files d _4

Location of official paper and electronic records identified ORDEX N2 Loy

Reference matenial returned Yodavernrdo ﬁ%gr [iV7s Bia)
Library materials, fraining manuals, handbooks returmed L S ER E ey
Advised regarding removal of and access lo Departmental
informalion (DOJ Order 0801.02)

Litigation hold nofices

PART 3: SECURITY PROGRAMS MANAGER

SECURITY Data / Inifials tes
Gonfiom NSTCT Sty Debrting EmE |
Access cards — PIV and AEGIS —relurn to SEPS T

Government Credentials —turn in lo SEPS ; L

Prepare and submit 232.1 to réemove access and void V \

credentials

Secure Telsphone Unit [Equipment (STU/STE) key — return fo J

Comsec custodian
Inventory/Disposition of Classified Material
Obtain and reset safe container/locker combination(s)

(\ Resel SCIF combination(s) F o
Miscellaneous emergency/security equipment : {:)ki};;
NSI courier credentials 2
COOP/OEP Date / Initials Notes
Reassign emergency radio b,
Designate new OEP team. member N S
Review/ravise delegations of authority
Review!/ravise orders of succession | R
Collect COOP malerials ] \\

SCQ Exit Clearance Certification - Page 2 of 3
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SCO EMPLOYEE/CONTRACT EMPLOYEE EXIT CLEARANCE CHECKLIST

Name; LIEmployee L1 Contract Employee | Separation Date:

PART 4.A: PROPERTY CUSTODIAN OFFICER

ACCOUNTABLE PROPERTY 'lrl"-lal!p L Notes
Smart phone / mobile phone $ily
Salellite phone w T
iPadflablet Il
Laptop/computer/printer/scanner 111,73
Audio/visual equipment <L
FEmergency Radio X
Weapon(s) - : N4 e
Other accountable property, €.g., telavision, digital recorder, elc. A At
Prepare inventory adjustment forms p
Notification of indebtedness processed and attachad N

X

.

PART 4.B: ACCOUNTABLE PROPERTY OFFICER
ACCOUNTABLE PROPERTY Date / Initials Notes
Process SF-120/OBD-218 Forms FERVAY
Update UAPM per inventory adjustment forms N
Notification of indebiedness processed and attached PN 15{
e Employea or ContractEmployee

Supervisor or Contracting Officer's Representative

scd Exit Clearance Certification - Page 3 of 3
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SCO EMPLOYEE/CONTRACT EMPLOYEE EXIT CLEARANCE CERTIFICATION

s =
Name; [StEmployee [ Contract Employee | Position/Title/Grade:
Lisa Page FBi Attorney Detlailee
Forwarding Address: Organization:
FBl-0GC Special Counsel's Office
Phone: Supervisor/Contracting Officer's Representative
Emall: Beth McGarry, Executive Officer
Separation Dafe: 071512017
INSTRUCTIONS

The SCO Employes/Contract Employee Exif Clearance Checkilst shall be Initiated by the supervisor, administrative officer, or
equivalent clearance official and employee/contract employes no less ten (10) business days prior fo separation. The original
checklist must be attachsd {o the compleled Exit Clearance Gertification, along with all other documentation required by the checklist,
and maintained for up to three years by the Clearance Offfclal pursuant to DOJ Order 1200. 1.

The Clearance Official is & Federal Government employee designated by the Component head fo ensure adherence to DOJ Order
1200.1, Part 12-2, coordinate the clearance of separating employee/contract employee, and provide advice for resolving matters related
1o aecounﬁng for ltems and DOJ records upon separalion from service. When Government property and information cannot be located
or retrieved, an explanation must be attached to the Exit Clearance Checkfist,

The Clearance Official shall inslruct separating employees/contract employees on the required rouling and processing of the Exit
Clearance Checklist, specifying the location of each official involved In the process, including the component's accounlting of financlal
office, servicing personne! office, records custodian/manager, security programs manager (SPM), ethics official, and property custodian
officer and/ar accountable property officer, as the final deslinations before returning the completed farm to the Clearance Official.

PART 1: CLEARANCE OFFICIAL CERTIFICATION
I certify that | have:

‘E-ﬁmned the separating employes/conlract employee (or histher survivor) that fallure to complete the Exlt Clearance Checklist
and Exit znd te comply with applicable requirements regarding accounlable government properly, racorde management and
financial obligations may result in a delay In the release of final salary and lump sum ieave payments, if applicable, in accordance

with 5 U.S.C. 5514, 31 U.S.C 3701 et seq

i Advised any reassigned, separaling, or iransferring employee who has access to National Security Information (NS!) that;‘lh;v?
accass will be terminaled Immedlately upon separallon or reassignrent and thal a security debriefing is required. /5 / / 7
S

Note! IFthe employee s reassigned lo another Department Component and will continue to need NSI access, the gaining
Companent is responsible for providing proper justification to the security staff of the losing Componenl to ensure the employee's
NSI access remains active.

T Resolved issues [dentlfied by Accounlable Properly Offlcer lhat Government property has nol been retumed or thal an
employee indebtedness exists, This includes, where necessary, taking steps pursuant to 5 U.S.C. 5514 to recover the
Indebtedness (including the depreclated value of missing or damaged Government property) through the offsel of amounts still
owed lo the employee. Collection procedures are outlined ai 28 CFR Part 1. and in the Department’s Order on Colleciion of Debts
by the Depariment of Justice, DOJ 2120.3C.

. Submitted any fallure of an employee/contract employee to surrender a sensliive or controlled item to the Compornent's f / /L/vL
Property Management Officer for referral to the appropriate Board of Survey or alternative investigative mechanism, In accordance ™ ’
with the Department's Ordar on Property Management, DOJ 2400.3A.

L} Notified the payroll unit of the employee's servicing personnel office of pending separation date, final salary and leave A /7/7L‘
payments. In the case of a contract employee, nollfied the appropriate Contracting Officer’s Representative. LR

8/ Ohtained the completed Exit Clearance Checklist, verified that all required levels of exit clearance were completed, verified the
authenticity of ciearance cerlifications, approved the form, and provided a copy of the certified form to the employee.

The ceriified form wilt be maintained in the files of ihe Clearance Official for 8 months to 3 years (up Lo 3 years if the employee has
an uncollected debt).

Clearance Officjal fL Date

Signature:_ é[{ 7 Kﬂc/ (5 /Li [ N
Printed Nanf? /\tﬁ \L‘{/‘\ W 3 ( S 7/ [ L71;/ L
WY
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PART 2; SEPARATING EMPLOYEE/CONTRACT EMPLOYEE CERTIFICATION
In accordance with DOJ Orders 2120.3C, 2400.3A and DOJ Policy Statement D801.02, | centify that:
| have discussed the status of all pending work matters with my Supervisor.
L | have obtalned an exit briefing from Deparlmental Ethics Office, If required. (DOJ Employees only) (202-514-8196), /z/ / ﬁ
L | have obtained debiefing from SEPS If | had accoss (o NSISCI (202-514-3738). |/ / H’
O have surrandered all Government owned property, including Government-owned vehicles, compulers, laptops, iPadsitablets,
and other information technology equipment, firearms, ammunition, and other conlrolled property, such as cellular telephones,

pagers, office keys, unused transit subsidy passes, parking permils, uniforms and apparel.

O | have surrendered all passes, visas, official passports, special idenfification badges and credenlials, passwords, combinations,
ele., issued |p connection with employment in the Component. /L/'

LI | have returned all Government-lssued travel, purchase, or fleet charge cards, and outstanding travel vouchers, elc. /J / /—/ﬂ ‘

71 | have retumed all loaned materials and audio visual equipment including books and, projectors, screens, lape and digital / [ / / fTJ
moord}mlplayem. elc.

'D'ﬁm_ve returned all faderal records, classified documents, sensitive malerials, file and desk keys, manuals and handbooks, etc.

'

“Z] have not removed or destroyed any records, officlal documents, and/or documenlary materiais from the Depariment of Juslice
that are expressly prohibited fram removal/destruction. | have obtalned and submitted (o the component's Records
Custodian/Manager the written approval of the Depuly Alterney General, Assistant Attorney General for Administration, or
Component Head for the removal of any other non-public documentation as required in Policy Statement 0801.02,

I | have liquidated all debls owed to the Government for outstanding advances for fravel, salary overpayments, leave, impres|
fund, and other purposes; inciuding student loan repayment and seryice agreghents, such as Iraining or allowance/bonus
agreements or fransfer orders requiring a period of service /Z/ ¢ 7 3

71 | have furnished I vﬂien explanation of the circumstances regarding any accountable property thal was not returned or

cleared. /\l /

[} | understand thal the depreciated value of Government properly charged to me may be withheld f }h ﬁ@;due me If the loss,
thefl or damage to such property is determined to be due to negligence or intent on my part. /‘\/fo 7

Employee ct Emplgyse

Date
Sl o 01 [M77
Printed Name: LJLP&&O

PART 3: RECORDS CUSTODIAN/MANAGER
In accordanga with Policy Statement 0801.02, | ceriify that:

leilhave informed the employee/contract employee about the prohibition on removing or destroying any records, official
documents, and/or documentary materials from the Depariment of Juslice that are expressly prohibited from removal,

U The employee has obtalned and has submiilled o the Component's Records Officer/Manager, the written approval of the
Deputy Atiorney General, Assistant Attorney General for Administration, Eﬂmponem Head for the removal of coples of other
non-public information, as required In Policy Statement 0801.02, f /

(u} The separating employee/contract empioyee has [denlified all DOJ records and non-records within his/ner possessicn and
control, including the location of those records; and furlher, thal lhe employee/contract employee has removed personal
information frem DOJ flles and segregated any duplicates and reference malerials for appropriate disposition in accordance with
component policies for non-record materials.

[ | have atlached an engﬂatnn lo the Exit Clearance Checklist for all govemment property and information that could not be

localed or retrieved.
Records cuetodian i RecorLManager Date
Signature: /éLLO I Ll Z&\ / / ﬂ
77t
Printed Name: [ 4 1i© (;‘muuﬁ 191 7

\
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PART 4: PROPERTY CUSTODIAN OFFICER/ACCOUNTABLE PROPERTY OFFICER

| certify that accountable Items have been processed in comnpliance with DOJ Crder 1200.1, Part 12-2 and the Depariment’s Order on
Property Management, DO.J 2400.3A.

L}M’ 'i'nave reviewed accountable property records to determine whether the departing employes/contract employee has possession
of any/Govemment property or s Indebted to the Government, and:

AN government property has been relurned or otherwise properly accounted for and any indebtedness paid; OR

r
A

L1 1 am withholding clearance and have notified the Clearance Official of the nature and/or dolfar value of the unsatisfied llability, | {1
because: 1) equipment was damaged as a result of employee negligence, 2) equipment has pol been relurned, or 3) an 7 / ,!» :
indebtedness Is not resolved. AF ot

Accountable Property Officer ;9 Date

Signature: | f‘j{i{“cf' ‘}”” A i W

R 24 (\\ <
g 4 3 N —— i \ (S "
Printed Name: !7‘;5/-\}(‘ n {i;"ﬁ’ Ly L"“:\T_N / =k 7[ i 7
1
hedt
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SCC EM?LOYEEICONTRACT EMPLOYEE EXIT CLEARANCE CHECKLIST

Namne: ‘ﬂ Employee

Lisa Page

DCOnlract Employee

Separation Date:
07/15/2017

The following list Is not intended (o be ali inciusive but s to setve as a reminder of actions that may need to be taken when
an employee or contract employee separates. All ifems may not apply to every situation. This checklist shall remain
attached to the SCO Employea/Conltract Employes Exit Clearance Cerlification.

LIST OF ACCOUNTABLE |TEMS AND ACTIONS

PART 1: SUPERVISOR

DUTIES/ASSIGNMENTS Date /Initigls || .. Notes

Review and reassign pending or open work M

Review official designations and reassign — R

e.g,, Records Custodian, Direclives Manager, Training 1

Cuoordinator, OEP team member, Continuity Programs [\,&P\

Manager, OSHA, T&A Coordinator, purchase card holder, elc. i

HUMAN RESOURCES Date / Initials Notes

Prepare PWP/Appraisal — Interim/Close-out Ralihg of Record NIA

Issue Exit Survey/Conduct Exit Interview N/A Link to OARM survey for attorneys
MRS WWW. SLUIVE yMO| xitSLrve;

Confirm ethics briefing (DOJ employees, only) BAM BHME/T (Call 202-514-8196)

Outstanding Training or Service Agreements (attach) N

Request for Personnel Action {SF-52)

Request resignation lelier, if applicable /A

Employee Separation Package/Benefits Counseiing A

T&A Audil/Leave balances/nofification 1o timekeeper NIA

(zttach print screen from final webTA summary)

Final T&A validated/certified (print and attach to checklist) NIA

SYSTEM ACCESS (Computers, IDs, Passwords) Date / Injti Notes

Determine whather continued component access to JCON H: ¥ / [ . : s

drive and/or email is necessary. / [{ '7 Pt *7t G s prir

Process JCON Delete/Transfer Request form T £

JCON-S/TS sysiem access terminated iV

RSA key fob token returned ¢

Cancel or reassign desk top phone & voice mallbox

“’lﬂ AAL w it Fure Bt o
]

Terminate financial and procurement systems access —
FMIS, NFC, UFMS. E2, PRISM, PaymentNat, WMATA, efc.

Terminate research access — Lexis/Nexis, Westlaw,
CholcePoint (CLEAR), Pacer, elc.

Terminate Human Resources and Sscurity syslams access — (\ \ﬁ'\
USAStafiing, WebTA, JSTARS, ele. |
Terminate ali other systems access - e
(e.9., FOIA, IQ, ARCIS, JRCS. etc.) 1
FENANCIAL Date / Initials Notes
Cancel accountable Officer Signature Form (OBD-234) N/A
Seftle travel obligations (e.g, travel card balances, travel A
advancas, relocalion payments)

Travel vouchers submitted for processing NIA
Govermnmenti Financial Obligations (e.g., student ioan, NA
recruitment, relocation bonus incentives, lale filing fees)

Procurement Services Notification (warrant holders) NIA
Ethics Office Notification (financial disclosure filers) N/A
Subscriptions (name change or cancellation} N/A
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SCO EMPLOYEE/CONTRACT EMPLOYEE EXIT CLEARANCE CHECKLIST

7
Name: L Employee ] Contract Employee | Separation Date:
Lisa Page 07/156/2017
PROPERTY Data / Notes
Keys — buliding, office, desk, file cabinets, slc. iyl D) o o oAt (0 2k g i
Official passporl TN
Government phone card N/A,
GETS phone card N/A
Purchase card N/A
Travel card N/A \
Parking permits, pucks, hang tags, garage access card s ,1- et d Al a U8
Unused Metro fare cards/Smart Card balance | i
Government paid residential phone line disconnected N/A
Audio/visual equipment NA -
Access card, AEGIS, Card Key s, [otd not Wl D EolS n PV GlURd
Credentials, PIV badge s 2t i
Ofther Government issued ID {e.g., FBI, IC, Press) Wil [t LAl Sandiio we £
V.2 T 13 u

PART 2: RECORDS CUSTODIAN/MANAGER/OFFICER

When Governmenit propery and Information cannot be located or retrieved, an explanation must be attached to the Exil

Clearance Checklist.
"DOJ RECORDS Date ] initials Notes
All non-record material removed from electronic and paper files )14t PR AT o @ sl
| Location of official paper and eteclionic records identified Lﬂ\q e TaE ot bt

Reference materfal returngd

Library materials, {raining manuals, handbooks returned
Advised regarding removal of and access to Departmental
information (DOJ Order 0801.02)

| Litigation hold nofices

VKN
N

PART 3;: SECURITY PROGRAMS MANAGER

SECURITY Date [ initials Notes
Confirm NSI/SCI Security Debriefing NA (Call 202-614-3738)

Access cards — PIV and AEGIS — return to SEPS HEH A et W ire ] ex TGS
Government Credenlials —turn in to SEPS N/A

Prepare and submit 232.1 to remove access and void WA

credentials

Secure Telephone Unit /Equipment (STU/STE) key — return to NIA

Comsec custodian pi

Inventory/Disposition of Classified Materigl N E nch€

Oblain and reset safe container/locker combination(s) NIA

Reset SCIF combination(s) NIA

Miscallaneous emergency/security equipment NIA

NS courier credentials N/A

COCP/OEP Date / initials Notes

Reassign emergency radio NiA

Designate new OEP team member N/A

Review/revise delegalions of authority N/A

Raview/revise orders of successlon WA

Collect COOP maleilals N/A

SCO Exit Clearance Certification - Page 2 of 3
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SCO EMPLOYEE/CONTRACT EMPLOYEE EXIT CLEARANCE CHECKLIST

Name: E=lEmpioyee 1 Contract Emptoyee | Separation Date:
Lisa Page 0711512017

PART 4.A: PROPERTY CUSTODIAN OFFICER

ACCOUNTABLE PROPERTY Date / Initials Notes
Smart phone / mobile phone 1T 0 de o o~
Satellite phone NIA

iPadtablet N/A 4
Laptop/computer/printer/scanner A1 Ui At AL A 2™
Audio/visual equipment T NIA

Emergency Radio N/A

Weapon(s) N/A

Other accountable property, e.g., television, digital recorder, efc. NA

Prepare inventory adjustment forms [

Notification of indebtedness processed and attached N/A

PART 4.B: ACCOUNTABLE PROPERTY OFFICER

ACCOUNTABLE PROPERTY Date / Initjals Notes
Process SF-120/0BD-216 Forms K/ IV

Update UAPM per inventory adjustment forms i

Notification of indebtedness processed and attached NIA

cc: Employee or ContractEmployee

Supervisor or Contracting Officer's Representative

SCO Exit Clearance Certification - Page 3 of 3
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From: LFW

Sent: Friday, January 26, 2018 7:38 PM
To: Greer, Christopher M. (JMD)
Subject: Re: Mobile Phone

Move forward with them.

| was going to reach out to you about searching at RFK, but Beth asked me to hold off.

Administrative Officer

Siecial Counsel’s Office

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to
which it is addressed. It may contain information that is privileged, confidential, or otherwise
protected by applicable law. If you are not the intended recipient (or the recipient’s agent), you are
hereby notified that any dissemination, distribution, copying, or use of this email or its contents is
strictly prohibited. If you received this email in error, please notify the sender immediately and destroy
all copies.

On Jan 26, 2018, at 7:05 PM, Greer, Christopher M. (JMD) <cgreer@imd.usdoj.gov> wrote:

0OIG wants to speak with me about it Monday. Beth sent them my way. Should | redirect to
you or move forward with speaking with them?

Regards,
Chris

On Jan 26, 2018, at 7:03 PM, Lrw SIS -

Yes. | know it is missing. We discovered that first.

It is not in UAPM and doesn’t appear to be anywhere at PP1.

Administrative Officer

Siecial Counsel’s Office

NOTICE: This email (including any attachments) is intended for the use of the
individual or entity to which it is addressed. It may contain information that is
privileged, confidential, or otherwise protected by applicable law. If you are
not the intended recipient (or the recipient's agent), you are hereby notified
that any dissemination, distribution, copying, or use of this email or its

mmmtants fe mhelntl o meahilisad W aini cannbiind thic ammall tn cceae alaaca casif,
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the sender immediately and destroy all copies.

On Jan 26, 2018, at 5:39 PM, Greer, Christopher M. (JMD)
<cgreer@ijmd.usdoj.gov> wrote:

Do you know where Lisa Page's iPhone is? | know the SCO policy was
to reuse them and not hold, but wanted to check with you first. The
asset tag is 766438,

Thanks,
Chris

Document ID: 0.7.1618.20914 002016-000027
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(0] (6). (b) (7)(C)

From: (b) (6), (b) (7)(C) |

Sent: Friday, September 21, 2018 1:54 PM
To: AMZ

Subject: Re: DRAFT / DELIBERATIVE

Yes.

Records Officer

Special Counsel’s Office
Desk)
Work Cell)

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to which it
is addressed. It may contain information that is privileged, confidential, or otherwise protected by
applicable law. If you are not the intended recipient (or the recipient's agent), you are hereby notified that
any dissemination, distribution, copying, or use of this email or its contents is strictly prohibited. If you
received this email in error, please notify the sender immediately and destroy all copies.

On Sep 21, 2018, at 1:53 PM, AMZ {{ENERIENERRSY rot-:

New sentence. Is this accurate? Thanks,

As part of an office records retention procedure, an SCO Records Officer reviewed text
messages on Strzok’s DOJ issued iPhone after it was returned.[fn] The SCO Records
Officer noted in her records log about Strzok’s phone: “No substantive texts, notes or
reminders.” The SCO Records Officer does not recall there being any texts on Strzok’s
phone, and she made an identical log entry for another phone reviewed an the same
day that she specifically recalls having no text messages.

Aaron Zebley
Special Counsel's Office

™) i CIHS)

Sent: Friday, September 21, 2018 12:52 PM
To: AMZ
Subject: Re: DRAFT / DELIBERATIVE

Yes this is all accurate.

Rernrds Nfficer
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Special Counsel’s Office
(Desk)
(Work Cell)

NOTICE: This email (including any attachments) is intended for the use of the individual or
entity to which it is addressed. It may contain information that is privileged, confidential, or
otherwise protected by applicable law. If you are not the intended recipient (or the recipient's
agent), you are hereby notified that any dissemination, distribution, copying, or use of this
email or its contents is strictly prohibited. If you received this email in error, please notify the
sender immediately and destroy all copies.

On Sep 21, 2018, at 11:48 AM, AMZ _ wrote:

DRAFT / DELIBERATIVE

These are draft versions of inserts to a draft report; they will not all appear
together. Is all this accurate? Thanks.

As part of an office records retention procedure, an SCO Records Officer
reviewed text messages on Strzok’s DOJ issued iPhone after he returned it
to the SCO and determined it contained no substantive text messages.

Strzok completed his Exit Clearance Certification and returned his DOJ
issued iPhone in early August 2017.

As part of an office records retention procedure, an SCO Records Officer
reviewed text messages on Strzok’s DOJ issued iPhone after it was
returned.[fn] The SCO Records Officer noted in her records log about
Strzok's phone: “No substantive texts, notes or reminders,”

Aaron Zebley

Siecial Counsel’s Office
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From: _

Sent: Friday, September 21, 2018 2:31 PM
To: Greer, Christopher M. (JMD)

Ce: AMZ; LFW; BAM

Subject: RE: RE:

Got it...thanks for looking into this for us,

Respectfully,

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to which it
is addressed. It may contain information that is privileged, confidential, or otherwise protected by
applicable law. If you are not the intended recipient (or the recipient's agent), you are hereby notified that
any dissemination, distribution, copying, or use of this email or its contents is strictly prohibited. Ifyou
received this email in error, please notify the sender immediately and destroy all copies.

From: Greer, Christopher M. (JMD)

Sent: Friday, September 21, 2018 2:30 PM
To:“

Subject: Re: RE:

Our airwatch logs may only go back 1 year, so if true, they won't help. Still waiting to hear if Verizon can
help. Most likely, | wont know anything more until Monday.

Regards,
Chris

On Sep 21, 2018, at 2:27 PM, _rote:

Have you heard anything back on this yet?

Respectfully,

Security Officer

NOTICE: This email (including any attachments) is intended for the use of the individual or
entity to which it is addressed. It may contain information that is privileged, confidential, or
otherwise protected by applicable law. If you are not the intended recipient (or the recipient's
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agent), you are hereby notified that any dissemination, distribution, copying, or use of this
email or its contents is strictly prohibited. If you received this email in error, please notify the
sender immediately and destroy all copies.

From: Greer, Christopher M. (JMD)
Sent: Friday, September 21, 2018 8:36 AM

To: Fw [
ST ¢ 0 C JERlP) 6). &) (HC)]P) (6). (b) (7)(C)

Subject: RE:

| am working on it. | asked the team to contact Verizon to see if they can tell us when the
phones were provisioned,. | verified they both logged into their laptops on May 31, 2017 and |
assume the phones were the same day, but am trying to verify.

Chris

From: LFW
Sent: Thursday, September 20, 2018 5:47 PM
To: Greer, Christopher M. (JMD) <cgreer@|md.usdoj.gov>

Subject: Fwdad:

Can you pull this info?

Administrative Officer
Special Counsel’s Office

NOTICE: This email (including any attachments) is intended for the use of the individual or
entity to which it is addressed. It may contain information that is privileged, confidential, or
otherwise protected by applicable law. If you are not the intended recipient (or the recipient's
agent), you are hereby notified that any dissemination, distribution, copying, or use of this
email or its contents is strictly prohibited. If you received this email in error, please notify the
sender immediately and destroy all copies.

Begin forwarded message:

From: AMZ -
Date: September 20, 2018 at 5:13:48 PM CDT

B8 6).b) 7)C) __ JE(b) (6), (b) (7)(C)
C:

Cc: BAM

If possible, can | get the dates on which cell phones were assigned to Pete Strzok
and Lisa Page? | think the latter is May 28. thanks

Aaron Zebley

Siecial Counsel’s Office
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recipient's agent), you are hereby notified that any dissemination, distribution, copying, or
use of this email or its contents is strictly prohibited. If you received this emall in error,
please notify the sender immediately and destroy al) copies.
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From: -

Sent: Wednesday, October 17, 2018 9:46 AM

Cc: BAM; PNS
Subject: RE: Lisa Page's Phone

Perfect, thanks!

Records Officer
Special Counsel's Office

NOTICE: This email {including any attachments) is intended for the use of the individua! or entity to which it
addressed. It may contain information that is privileged, confidential, or otherwise protected by applicable law. If you
are not the intended recipient (or the recipient's agen' you are he reb notified that any dissemination, distribution,
copying, or use of this email or its contents is strictly prohibited. !f you received this emalil in error, please notify the

sender immediately and destroy all copies.

Sent: Wednesday, October 17, 2018 9:42 AM

R °) 6). (b) (7)(C)

t to factory settings.

Thanks,

Senior Special Agent

Cyber Investigations Office
U.S. Department of Justice
Office of the lnspﬂctor General

-413-1833 fdx
This message may contain information that is law enforcement sensitive. If you are not the intended
recipient, please immediately (1) advise the sender by reply e-mail that this message was inadvertenily

transmitied to you, and (2) delete this e-mail from your system. Thank you for your cooperation.

SENSITIVE BUT UNCLASSIFIED

From:

Sent: Wednesday, October 17, 2018 7:44 AM
To: (OIG)
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ey o () o) () BT (0) (0) (1))

Subject: RE: Lisa Page's Phone
Hi Alicia!

Hope you're well. I was hoping you could confirm for me that when you all received Lisa Page's phone that
it had been restored to the factory setfings and therefore all data was wiped from the device.

Thanks,

Records Officer
Special Counsel's Office

(Desk)
Work Cell)

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to which it is
addressed. It may contain information that is privileged, confidential, or otherwise protected by applicabie law. Ifyou
are not the intended recipient (or the recipient's agent), you are hereby notified that any dissemination, distribution,
copying, or use of this email or its contents is strictly prohibited. If you received this email in error, please notify the
sender immediately and destroy all copies.

Fro
Sent: Thursday, September 13, 2018 12:02 PM
To:'

Subject: Lisa Page's Phone

Good Afternoon,

[ was given your name by Chris Greer that you have Lisa Page’s SCO iPhone. For her records out processing
from the SCO, | need to review the phone to determine if there are any records on the device such as notes,
text messages, reminders, etc which need to be maintained.

Could we discuss this at your earliest convenience?

Thanks!

Records Officer
el's Office
Desk)
Vork Cell)

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to which it is
addressed. It may contain information that is privileged, confidential, or otherwise protected by applicable law. If you
are not the intended recipient (or the recipient’'s agent), you are hereby notified that any dissemination, distribution,
copying, or use of this email or its contents is strictly prehibited. if you received this email in error, please notify the
sender immediately and destroy all copies.

Document ID: 0.7.1618.26263 002016-000034



—(OIG)

Sent: Monday, October 22, 2018 12:33 PM
To:

Subject: follow up questions

Attachments: MOI section.PNG

I need to give you a call for a few follow up questions regarding the Strzok/Page phone matter. | have
included a snapshot of the narrative included in our memorandum of our meeting on January 26, 2018.
What's a good time to call you today or tomorrow?

Thanks,

Senior Special Agent

Cyber Investigations Office
U.S. Department of Justice
Office of the Inspector General

(b) (). (b) (7)C)Ng

703-413-1833 fax

This message may contain information that is law enforcement sensitive, If you are not the intended
recipient, please immediately (1) advise the sender by reply e-mail that this message was inadvertently
transmitted to you, and (2} delete this e-mail from your system. Thank you for your cooperation.

SENSITIVE BUT UNCLASSIFIED
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_- SCO Records Officer

_provided the following information regarding this matter. On September 6, 2017, she
reviewed Peter Strzok’s phone before turning it over to IT statf for it to be wiped and reissued. She did
not find substantive texts, notes, or reminders. She cannot remember 1f there were no texts on the

device or 1f they were imnocuous. but thinks there were none. She explained that 1f there 1s such content

on the device, she would take screen shots and email them to herself for review and preservation.
provided a copy of the spreadsheet she keeps reflecting out-processing iPhone data review. This

spreadsheet has been included as Attachment 2. Strzok out-processed on August 10. 2017.

After reviewing Strzok’s phone, she turned it in to either _)r— to

wipe and repurpose the phone.

-suid that she did not receive Page’s phone for review.
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AMZ

From: AMZ

Sent: Thursday, December 27, 2018 4:00 PM
To: PAC; RSMSC; 1LQ; DWA; BAM

Ce: CWK

Subject: RE: Giuliani re “destruction of evidence”

FYI: The determination that Pete Strzok's phone had no SCO-era text messages was made by the IG
in the course of its investigation of text messages. Also, the |G report notes on pp 1-2 that the OIG
asked us for Pete's phone six months after his assignments had ended and, on the bottom of page
10, the report reads:

Upon review a draft of this report, the Office of the Deputy Attorney General told the OIG that
the Department routinely resets mobhile devices to factory settings when the device is returned from
a user to enable that device to be issued to another user in the future.

Aaron Zebley
Special Counsel's Office

NOTICE: This email (including any attachments) is intended for the use of the individual or entity to
which it is addressed. It may contain information that is privileged, confidential, or otherwise
protected by applicable law. If you are not the intended recipient (or the recipient's agent), you are
hereby notified that any dissemination, distribution, copying, or use of this email or its contents is
strictly prohibited. If you received this email in error, please notify the sender immediately and
destroy all copies.

-—--Original Message-—--
From: PAC <

Sent: Thursday, December 27, 2018 3:52 PM

To: RsmSC <[ - ;JLQ _
pwA I

Ce: CWK

Subject: Giuliani re “destruction of evidence”

Giuliani today told reporters that the Special Counsel should be investigated for alleged destruction
of evidence for allowing text messages from Peter Strzok's phone to be erased.

I've declined to comment.
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-Peter
202 353-5929
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Greer, Christopher M. (JMD)

From: Greer, Christopher M. (JMD)

Sent: Saturday, January 19, 2019 4:45 PM

To: -; AMZ; BAM

Subject: RE: [E] Re: Mueller Investigation Assistance

Attachments: 202 _volte_Calls.xlsx; BocaRaton.xlsx; Carolinas_LEA.V0.20180227.0645.xlsx;

Cell_Site_Incoming_Outgoing_2023055554 2019 01_19-14 25 37.313.csv;
Historical_MMS_Picture_Detail_2023055554_2019_01_19-14 25 37.386.csv;
Historical-Call-Details-With-Cell-Sites-Explanation-Form.pdf; HistoricalPicture-
detail-report-explanation.pdf; Historical-text-messaging-detail-report-
explanation.pdf; NYMetro.xlsx; Tampa.xlsx; Text_Message Detail 2023055554
2019 01_19-14 25 _38.880.csv; VOLTE_Call_Detail_with_Cell_Sites_Explan
ation_Form.xlsx; Washington.xlsx

Attached are the detail records for your account. | believe you want to look at Text_Message Detail_20230
55554 2019 01 19-14 25 38.880.csv to see the text messages.

Chris

(o) 6). (b) (NC) |

Sent: Saturday, January 19, 2019 1:10 PM
To: Greer, Christopher M. (JMD) <cgreer@jmd,usdoj.gov>; AMZ_>; BAM

Subject: RE: [E] Re: Mueller Investigation Assistance

Thanks. Good to know, Seems that since these statements show no messaging for the requested time
period, there is no text detail to get hereg, right?

Actually —one more thing. I'd asked -his, but maybe Verizon can help instead. | wanted to pull my
own billing statement for the last couple of months, in order to compare what the statement says re:
messaging vs what | know I've sent/received. I'm assuming she's out of the office until Tuesday, so if
Verizon could do that instead, that would be great. 1 don’t need mine from that far back, so it should be
pretty easy to do. If you think they can do that, my DOJ phone number i_ If they sent over the
same type of info for my phone for November and December, that would be great, and we could close the
loop.

From: Greer, Christopher M. (JMD) <cgreer@jmd.usdoj.gov>
Sent: Saturday, January 19, 2015 1:06 PM

Subject: RE: [E] Re: Mueller Investigation Assistance

FYL..VZN reminded me that....”Text detail contains date, time, to and from numbers, not the content, and we
only have that for a rolling 365 days. Content has a much shorter timeframe unless it is backed up.”
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Let me know if | can close the ticket with VZN.

Thanks,
Chris

Sent: Saturday, January 19, 2019 12:58 PM

To: Greer, Christopher M. (JMD) <cgreer@imd.usdoj.gov>; AMZ ‘_; BAM

Subject: RE; [E] Re: Mueller Investigation Assistance

Chris —these cover the right time period for the two phone numbers.

Thanks,

From: Greer, Christopher M. (JMD) <cgreer@imd.usdol.gov>
Sent: Saturday, January 19, 2019 12:35 PM

Subject: RE: [E] Re: Mueller Investigation Assistance

This is what | have received so far from VZN. Can you let me know if it covers the time periods you are
looking for so | can either request more data this weekend or close the loop?

Thanks,

Chris

LERT comments: I uploaded the copies of the invoice for the two periods for both num
bers per the regquest. I also uploaded portions of the invoice where it indicates th
at none of the phones sent messages for the requested time frame., Both numbers did

have data usage sSo it could mean that if any messages where sent, it could have bee

n through some type of app but we would not know for sure from our end.

Thanks,
LERT Team

From: Greer, Christopher M. {JMD)

Sent: Friday, January 18, 2019 8:47 PM

Subject: Fwd: [E] Re: Mueller Investigation Assistance

See email below. VZN is working on the request this weekend. They expect to get back to me with the data
by COB Tuesday at the latest.

I'll keep you guys posted if anything changes.

Regards,
Chris

Begin forwarded message:
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From: "Greer, Christopher M. (JMD)" <cgreer@|md.usdol.gov>

Date: January 18, 2019 at 8:39:47 PM EST

To: "Brown, Kimberly | (Legal)" <Kimberly.Brown2@verizonwireless.com>
Cc: "Klimavicz, Joseph (JMD)" <jklimavicz@]|md.usdoj.gov>, "Hayeck, Nicole"
<Nicole.Hayeck@verizonwireless.com>, "michael.maiorana@verizon.com"
<michael.maiorana@yverizon.com>

Subject: Re: [E] Re: Mueller Investigation Assistance

Kim,
Nice talking you tonight. As we discussed, we do not require to phone numbers associated with
the text messages. It is acceptable to provide the amount/number of text messages associated

with the phone numbers provided below during the specified time periods.

The following dates are when the phone was active for the user, We'd like corresponding
billing information associated with the bills,

sporon.52/37 107710/ R 5722/ o

I am available to answer questions over the weekend. My mobile number is :_
Delivery by end of day Tuesday is acceptable, but we’ll take the information earlier if available.

Please send the information to me at Chris.Greer@usdoj.gov.

Thank you all for responding so quickly on a holiday weekend.

Regards,
Chris

On Jan 18, 2019, at 7:12 PM, Brown, Kimberly | (Legal)
<Kimberly.Brown2@verizonwireless.com> wrote:

Mr. Greer,

| can be reached on my cell, _ if you would like to discuss this evening
or over the weekend,

Text detail contains date, time, to and from numbers, not the content, and we
only have that for a rolling 365 days. Content has a much shorter timeframe unless
it is backed up.

Nicole will be in Tuesday to assist if we haven't already spoken.

Thanks
Kim

------ Original Message --—------

From: "Klimavicz, Joseph (JMD)" <Joseph.Klimavicz@usdoj.gov>

Date: Fri, Jan 18, 2018, 6:45 PM

To: "Brown, Kimberly | (Legal)" <Kimberly.Brown2@VerizonWireless.com>,"Greer,
Christopher M. (JMD)" <Chris.Greer@usdoj.gov>

CC: "Hayeck, Nicole" <Nicole.Hayeck@VerizonWireless.com>,"Maiorana, Michael"

emirhaal mainranafinna variTnn rnms
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L R e e R R S A

Subject: [E] Re: Mueller Investigation Assistance

Kim,

Thanks so much for the quick response. 1am looping in Chris Greer on my staff
because he has the specific request. My understanding is we are not looking for
the actual text messages and you do have the information we need. | would
please ask that you talk directly with Chris and he can explain our need in more

detail.
Thanks again,

Joe

On Jan 18, 2019, at 6:30 PM, Brown, Kimberly | (Legal)
<Kimberly.BrownZ@verizonwireless.com> wrote:

Document ID: 0.7.1618.24604

Mr. Klimavicz,
The dates below are beyond the timeframe Verizon retains text
message detail. Verizon currently only has text detail records fora

rolling 365 days.

if you have any questions or | can be of assistance, please call me on

my cell tonight or you can reach Nicole in the office next week on|jj

Thanks,
Kim

Kimberly Brown
Director — VSAT
Verizon Security Assistance Team

0
Kimberly.Brown2@uverizon.com

<image001 png>

Notice: This email and any attachments are confidential, and alsa may be
subject to legal privilege. If you are not the intended recipient. or have
otherwise received this communication in error, please delete it and notify
the sender immediately Thank you

From: Maiorana, Michael

Sent: Friday, January 18, 2019 6:00 PM

To: Brown, Kimberly | (Legal)
<Kimberly.Brown2@VerizonWireless.com>

Cc: Hayeck, Nicole <Nicole.Hayeck@VerizonWireless.coms;
Klimavicz, Joseph (JMD) <Joseph.Klimavicz@usdoj.gov>
Subject: Mueller Investigation Assistance

Kim/Nicole -

Please contact the Dept of Justice CIO Joe Klimavicz at -
-HeisCC’donthisemaﬂ.

002016-000042
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He needs assistance in support of the Mueller Investigation. He is
looking for the # of text messages and the recipients for mobile
numbers:

(5/31/17 thra 7/14/17)
5/31/17 thru 8/11/17)

Please keep me posted on the outcome. Thank you.

Mike Maiorana
Verizon
SVP Public Sector

From: "Brown, Kimberly I (Legal)"

<Kimberly Brown2/@ VerizonWireless com>

Date: Friday, January 18, 2019 at 5:55:09 PM

To: "™Maiorana. Michael" <michael maiorana/@ one verizon com>
Cc: "Hayeck, Nicole" <Nicole Haveck/@ VernizonWireless com>

Mike,

Per our conversation, please send me the information and we will
handle.

Thanks
Kim

Kimberly Brown
Director — VSAT
Venzon Security Assistance Team

0
Kimberly. Brown2@verizon.com

<image001_png>
Notice: This email and any attachments are confidential, and also may be
subject to legal privilege. If you are not the intended recipient, or have

otherwise received this communication in error, please delete it and notify
the sender immediately. Thank you.
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LFW

From: LFW

Sent: Thursday, January 31, 2019 1:58 PM
To: SLL

Subject: RE: Cell Phone Numbers

And.....

One last number that will nead to be canceled, but not until after we consult with OIG. Pete Strzok,-
number was never canceled_/v’e have not yet received the phone back, either.

Administrative Officer

_ilaecim' Counsei’s Office

NOTICE: This email {including any attachments) is intended for the use of the individual or entity to which it is addressed. It
may contain information that is privileged. confidential or otherwise protected by applicable law. If you are not the intended
recipient (or the recipient’s agent), vou are hereby notified that any dissemination. distribution. copying, or use of this email
or its contents is strictly prohibited. If vou received this email in error, please notifv the sender immediately and destroy all
copies.

From: LFW

Sent: Thursday, January 31, 2019 1:43 PM
To:SLL

Subject: RE: Cell Phone Numbers

Here are links to the forms which will show you which cell phone numbers have been canceled.

"G:\SC\10-Office Administration Matters\Information Technology\Phones\doj 136¢ vzw form - AMZ ESN
Switch.pdf"

"G:\SC\10-Office Administration Matters\information Technology\Phones\doj 136c vzw form sacm.pdf"

"G:\SC\10-Office Administration Matters\Information Technology\Phones\doj 136c vzw form ELB.pdf"

"G:\SC\10-Office Administration Matters\Accountable Property\Excess Property\DOJ 136C 1 of 2-1.28.19.pdf"

"G:\SC\10-Office Administration Matters\Accountable Property\Excess Property\DQJ 136C 2 of 2-1.28.19.pdf"

"G:\SC\10-Office Administration Matters\Information Technology\Phones\ESN Switcr-adi

Note, | haven't doubled-checked, but | may not have turned off the phone number fo-”new” phone,
That number is| I \We should add that to a list of numbers to be canceled, just in case.

Administrative Officer
Special Counsel’s Office
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NOTICE: This email (including any attachments) is intended for the use of the individual or entity to which it 1s addressed. It
may contain information that is privileged. confidential, or otherwise protected by applicable law. If vou are not the intended
recipient (or the recipient’s agent). you are hereby notified that any dissemination. distribution. copying, or use of this email
or its contents is strictly prohibited. If you received this email in error. please notify the sender immediately and destroy all
copies.

Sent: Wednesday, January 30, 2019 2:03 PM
roc.ew [

Subject: Cell Phone Numbers
v,

Before | forget and something that will help me reconstruct our cell phone inventory,

please send me any communication/forms you have already filed to remove phone
numbers.

Thanks,

pecial Lounsel's ice

NOTICE: This email (including any attachments) is intended for the use of the individual or entity ta which it is
addressed. It may contain information that is privileged. confidential, or otherwise protected by applicable law. If
you are not the intended recipient (or the recipient’s agent), you are hereby notified that any dissemination,
distribution. copying. or use of this email or its contents is strictly prohibited. If you received this email in error
please notify the sender immediately and destroy all copies.
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SCO Cell Phone Inventory
e INPoseSSION

REcoed

oN Teon
v

Status

vfOutstanding
viOutstanding
ADutstanding
v{Outstanding
1Outstanding
AOutstanding
vOutstanding
vOutstanding
1 Outstanding
Outstanding
Outstanding
iAOutstanding
Outstanding
Vf)utstanding
(Outstanding
Outstanding
utstanding

v Processing
v{Processing
Processing
Vﬁ'ncossing
‘/--Processing
AInventory
Hniventory
‘/ﬁwumm-_»
Whiventory
vTnventory
yfnventory
“Tnventory
v{Tnventory
uinventory
2

S

Thventory
Alnventory
Thventory
an\"cnlnr_\'
vinventory

Asset
| Number

Phone

Username

CWK T66447
RSMSC  T66450/]
JLQ3 T66451
JSR T66487
ADG Y57006
RLJ Y57011 v
| ACJ Y57012
REW Y57019

BJA | Y57020

B vso2

ACM | Y57024 |
_} Y570364]
‘ LRA | Y57040 |

EES | Y57078 ¢

AMZ | Y57089

PNS | \’57101/
| ELB | Y5714+

BVG  T66437 »

T66488 v/
Y57016
57022,
Y57037v/
57039 /
AMF | Y57041v

ZNA

LIZA X 57077
HAD ¥57083v
DWA Y 57085
SLL Y 57092

571167
MIB | Y57117¢
AY57125¢/

LFW | F66441
BAM | ¥66448 /
ABK [ .¥570024

MFG | ¥57003 v
SCPress | J¥57005
JDE | Jﬁ?ﬂO?/_'
Inventory | \¥57009+
OJM Y57010 v
57013V
_ 57015/
£S5 557017/

JRS LY57018¢
AAW | ¥57025/
MRD | e¥57026/

‘ Disposition
Sent to DOJ

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

O UAPM

NO
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SCO Cell Phone Inventory Page

20f3
Status | Username ‘ [\::::;Zl Phone ‘ ::?tpi:llt;(();‘] } Off UAPM

winventory | EBP | 57027 YES | NO
u{Tventory | JRW  |¥57028V] YES | NO
vfnvcmory ‘ JAS | 57031 YES NO
v{Inventory | KDC | ¥57034 y YES YES
pHhaventory KRF  |¥57035¢] YES | YES
ATnventory |  GLS |~¥57038¢ YES ‘ NO
\/T.nventor_y Inventory _‘)67_042 / YES NO
v{fnventory | PAC | ¥57050/] YES | NO
Ulnventory | MAM | ¥5T075¢ YES NO
aventory | JME | .¥57076 YES YES
Afnventory | CAC  |LX57079 v YES | NO
Wfiventory |  KYH | ¥57080+4 YES NO
vi{foventory PIM | 57081 YES YES
wnventory | CMH | 57082V a4
Inventory | GDA | AY57086 v YES . NO
lnventory IAD | ¥57087¥ YES NO
vnventory | BWD | ~Y57088 YES | NO
Afnventory | SAL  [.X57090 YES | NO
V{faventory | WBG | X57091+/] YES | YES
V{Inventory | ATM | _X57098 YES | NO
AThventory MEF | ¥57100 v YES NO
Mfiventory NPG | 57102 YES | NO
faventory BMH ¥57103 y YES NO
vHnventory BDD | ¥571044 YES NO
A Inventory NLP | Y57106+ YES | NO
wlnventory MIR1 | AY57107 ¢ YES. | WO
v{Inventory MMO | 57108 ¢ YES | __NO
JMnventory SDE | A¥57109 ¢ ¥ES. || YBS
Thventory EAW | X57110 ¢ YES | YES
Alnventory AEF | .X57112¢ YES - YES
Hiventory | WEM Y5715 YES ‘ NO
viInventory EAV | X57120 YES NO
\Uinventory Inventory | ¥57123 YES YES
Ufnventory FHC | /57129 YES YES

X S (tExcessed SACM Y57004 o YES NO >\ 215/9

<5 ) |Excessed % _ AMZ | Y57030 u YES/LFW YES {Yogdzie

BEET < |excessed R 505/ YESLEW = NO [F-120 2/12/20

, 1 v{Excessed JZE Y57111 YES NO  bory20 2/5/4
_{{Excessed ELB | Y57126 YES | NO

~ locio 1/28/19 JAR Y57008 / AYES. [ VER D14V
oco1/28/19 | v57014/ /YES YES 5:33;201‘\

) |ocio1/28/19 TBM | Y57029/ YES | YES
02 0CI01/28/19 | LMM | Y57033/ ZN¥BS | YES
= 2 0CIO 1/28/19 RKD | YS7113/ SYES | YES
0ClO 1/28/19 ELM | Y571304] /YES YES

G:\SC\10-Office Administration Matters\Accountable Property\Cell Phone Inventory\SCO Cell Phone Inventory

Document ID: 0.7.1618.7182 002016-000047



SCO Cell Phone Inventory Page

30f3
| Asset | Disposition 3
; ?tails Username | Nimabet | Phone Sent to DOJ Off UAPM
|G Cyber | Cys702s [ S NO
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JCON Acct |JCON iPhone Property Number Cell Phone Number |Date Reviewed |Results
Screenshots itom 12/19 and 12/29 and text of screenshot 12/29 were captured
Y57115 1/25/2018 fn Sentinel case as recf)rd,‘ therefore these are non-record items; other texts
included non substantive images for phone background (non-record), no
content in notes or reminders
Phone not found, phone found and with DOJ OIG, but according to AMZ on
Page, Lisa T66438 N/A 9/19/18 conversation, the phone was restored to factory settings. Per email
from DOJ OIG conta_ on 10/17/18, the phone was restored to
factory settings when they received it.
Strzok, Peter N/A 9/6/2017 No substantive texts, notes or reminders
N/A 9/6/2017 No substantive texts, notes or reminders
N/A N/A Reassigned prior to review
N/A N/A Reassigned prior to review
Y57007 N/A No substantive texts, notes or reminders
N/A N/A No substantive texts, notes or reminders
N/A N/A No substantive texts, notes or reminders
N/A N/A No substantive texts, notes or reminders
N/A N/A No substantive texts, notes or reminders
N/A 1/242018 Per email frorr?— 1/24/18 - Phone was in airplar\e mode, no
passcode provided, data unable to be recovered, so had to be wiped
N/A
N/A N/A R igned prior to review
N/A N/A Reassigned prior to review
N/A N/A R igned prior to review
N/A N/A Employee tri2d to incorrect enter password too many times, and the phone was
wiped of all clata
Y57081 N/A No substantive texts, notes or reminders
N/A 1/22/2018 No substantive texts, notes or reminders
N/A 1/22/2018  |No substantive texts, notes or reminders
N/A 1/22/2018 No substantive texts, notes or reminders
Employee tri2d to incorrect enter password too many times, and the phone was
wiped of all clata - reset on 1/17/18
During Out Prrocessing Conversation on 1/24/18,.di(ated he had deleted
some data from the phone - phone provided to DOJ 1.G. 1/25/18
3 non-record text messages, took screenshots and emailed to myself, no notes,
Y57079 2/6/2018 ;
photos, reminders, or other apps
Y57101 2/6/2018 2 non-record text messages, took screenshots and emailed to myself, no notes,
1 photo of the DOJ iPhone background, no reminders, no other apps
1 non-record text message string with our Security Ofﬁcer.o coordinate,
7004 252018 emailed to myself, no notes, no reminders, two photos: 1 DOJ iPhone
background zind 1 of the About Settings for inventory (12/5/17), no other apps
During out processing conversation on 1/31/1 ‘ldicated she had to wipe
¥75008 2/12/2018 her phone be:cause forgot t.he passwgrd, Her phone had to be wiped to'be reset
because the passcode provided was inaccurate and the phone was leftin
airplane mode - email ﬁom-7(2/12/18)
1 non record text message of the DOJ iPhone background, which | emailed to
Y57018 2/12/2018 myself, 1 phcito of the iPhone background, no reminders/ tasks, no notes, no
other apps, no voicemails
Reviewed the: phone prior to it being assigned to'ut cannot find record of
Y57002 1/26/2018 whose number this was before. The phone was clear and did not have any
record data.
No notes, rerninders, tasks, or new applications downloaded. 2 non-record text
Clinesmith, Kevin Y57009 3/5/2018 messages, screenshotted and emailed to-om KEC, 3 non-record photos
that were emiailed as well
3 sets of non-record text messages, 1 set of potential record text messages with
an interviewe:e, photos of text conversations from another device which may be
YS57130 3/8/2018 records, 1 note emailed to litaire app downloaded, no other apps, no
reminders, taisks or voicemails - Working on determining appropriate filing for
potential record content
Weismann, Andrew Y57025 3/8/2018 Entered pass'word too many times and wiped his phone
Y57018 3/15/2018 Wiped his phone after receiving it 3/19/18
No notes, rerninders, tasks, apps, text messages,or voicemails - 2 non-record
166488 4/2/2018 photos which, were emailed to| ! itimately phone was clear and had no
record data.
No notes, rerninders, apps, tasks - 2 non-record text messages, which were
Y57109 4/2/2018 screenshotted and saved, 2 potential record voicemails .viewed and
determined non-record 4/10/18
Y57014 4/5/2018 LFW emailed said-phone "is a brick" will need to reinitiate.
LFW emailed and said JLQ's phone wiped itself without intervention from him.
Quarles, James 166451 4/24/2018 JLQ emailed onfirming he did not use text and had no work related or other
photos on the device prior to it being wiped.
No text messages, voicemails, reminders, notes, apps with data, or photos -
Y57089 5/3/2018 upon out processing ERB mentioned he had personal text messages and photos
which he delizted off of the device prior to our discussion
Y57123 5/3/2018 All non-rec messages, two non-record photos, all captured via sending
an email to| 0 reminders, voicemails, or apps with additional data
YS57084 5/4/2018 Per email from password to phone and the phone reset itself
Per conversation with ﬂ phone was wiped due to a forgotten passcode to
¥57021 5/8/2018
the phone last Saturday
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Per conversattion wit ->hone was wiped due to a forgotten passcode on
the evening of 5/7/18

Per conversation with- - phone was wiped due to a forgotten passcode,
not clear on the exact date

Per conversattion with- - Greg's phone was wiped due to a forgotten
passcode, not clear on the exact date

¥57041 5/8/2018

Y57015 5/16/2018

Y57086 5/30/2018

¥57014 5/31/2018 No text messages, reminders/tasks, or photos - two notes that were synced to
Microsoft Exchange, 1 non-pertinent voicemail no apps, files either

Only non-record text messages - emailed t ne personal text message
exchange with husband (BAM reviewed and agreed, so the text was removed
from the device), no voicemails, one note - emailed to o apps, files,
tasks/reminders
Notified via email 6/1/18 - Wiped phone due to attempting the incorrect
6/1/2018 password to many times, believed had less than 10 text messages, and 5 photos
of non-investigative or informational significance

Y57110 5/31/2018

Y57007

A recquest - had a significant number of record photos/text messages to
put to the file: - sent them from QJM's phone to_ ICON account
for upload to Sentinel following proper recordkeeping

Y57010 6/13/2018

Y57106 7/12/2018

Per email from W ‘phone was wiped and had to be reconfigured.

No text messages, no voicemails, no notes, no reminders, no additional apps

7/18/2018 with data, one non-record photo of laptop barcode used for inventory - sent
thmu‘gh email and stored in folder on JCON

Richardson, Brian Y57077

Y57130 7/19/2018 eview.

1 personal text deleted (apple verification ID code), no record photos only DOJ
background image, no notes, voicemails, other apps, tasks/reminders

2 personal texts (access PIN reminders, non-SCO) removed, no photos, notes,
files, reminde:rs/tasks, or voicemails

Per JCON IT, had to be wiped due to incorrect password and JCON was unable to
unlock because the airwatch app had been deleted

Alpino, Heather ¥57101 8/21/2018

Dickey, Ryan Y57113 8/22/2018

Y57114 8/22/2018

Initial review - no notes, photos, reminders/tasks, voicemails, apps, 1 non-
record photo for DOJ background image, 9 personal text messages removed,
8/21/2018 remaining texts need to be captured - determining best solution due to volume -
8/29/18 imagied device using Cellbrite wit assistance - items moved to
Records foldexr on JCON G drive using a thumb drive from the laptop with the
Cellbrite software, for future determination of appropriate filing

S personal messages - PNS confirmed before-‘emoved from device, 1 non-
record messaige to be filed, several potential record photos - will be reviewed
9/19/2018 with TL, emailled for recordkeeping, no notes, no reminders, no files, no apps, no
voicemails. Email response from 'garding potential record photos, these
photos were placed in Sentinel as 1A attachments.

7 personal messages - PNS confirmed before moved from device, 1 non-
record messaige to be filed, removed personal photos of children - PNS
confirmed before :eleted, several photos of potential record content to be
discussed with TL, no remindersitasks, no notes, no files, no voicemails, no

¥57102

Y¥57109

Ys7129 9/19/2018

apps. Email n2sponse from| 0/11/2018 noting the potential records on
phone were memorialized in the Sentinel case file.

Phone was wiped prior to review because phone was in airplane mode and the
9/19/2018 passcode wass not provided - therefore the phone had to be restored to factory
settings without review

7 personal message nfirmed before PNS removed from device, 2 non-
record messaiges to be filed, no reminders/tasks, no notes, no files, no
voicemails, no apps and 12 personal photos removed from the device -
confirmed before PNS deleted.

4 personal message nfirmed before PNS removed from device, no
reminders/tasks, no notes, no files, no voicemails, no apps and no photos.

Y57018

Y¥57003

Y57084

9/19/2018

9/19/2018

Phone had an irrepairable cracked screen - JCON IT backed up all data on the
device and transferred to the new device T66488. The same Apple ID is being
use _ and the old device was wiped of all data
9/27/2018 AAW accidentally wiped cell phone - data lost

9/26/2018

Y57025

YS7034 2 personal texts deleted with 7 non-record texts to be filed. 2 personal photos
10/10/2018|deleted with 3 non record photos to be filed. No further data on phone.

10/10/2018 |No Data on Phone.

Y57031

A ¢
Qscnye, Uzo Sean 10/10/2018|11 voice mails-10 predate SCO and the remai s personal. All deleted.

1 picture of a draft e-maiL. PNS emailed it to be included in the email
10/17/2018 capture. No other records.

10/24/2018 REW forgot tiheir password so phone was wiped upon reset by DOJIT.

Phone was accidently wiped prior to records review. BizOps email attached to
11/27/2018|outprocessinjz form.

Phone was accidently wiped prior to records review. BizOps email attached to

11/27/2018|outprocessinz form. -
4 non record msgs, 1 non record note, and 3 non record photos sent to|

email for record keeping. No VMs, Reminders, Vmemos or other records
11/28/2018 located.

2 non record Vmails and 3 non-record msgs forwarded t -mail for
11/29/2018 recordkeeping. No other records.

Y57075

Freeny, Kyle

Y57029
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Per email from CLM, phone was wiped on 11/29/2018 by accident after input of

passcode to rmany times.

One personal note, 5 personal texts, 6 personal photos (property tags, DOJ

emblem, error message and a password; all deleted. Nine photos and two pdf
12/26/2018 files forwardizd to LMM email. No other records found.

One IM, 1 photo, and 5 pdf docs forwarded tc-mail. No other records
12/21/2018 found.

Three non reicord IM's and 2 non record photos deleted. Three photos
12/21/2018 forwarded to mail.

Two non record photos and two non record IM's deleted. No other records
12/21/2018 found.

12/21/2018 Two non record photos and one non record IM deleted. No other records found.
ELB cracked the screen. JCON IT backed up the phone and issued ELB Y57114
using the Y57126 Apple ID. No possible loss of records.

12/12/2018 Per email from CLM, phone was wiped on 12/12/2018 by accident.

1/3/2019 Per email from CLM, phone was wiped on 01/02/2019 by accident.

1/7/2019 Per email from LFW, phone was accidently wiped via password input on 1/7/19.
Reviewed phone with Who verified no unique records remain on the
phone. Eight files and four SKYPE conversations were moved to file. No other

1/17/2019 records remain on the phone.
1/31/2019 Per email from-hone reset itself.
Reviewed phone with'ho verified no unique records were on the phone.

2/1/2019 Review showed no records on phone.

Reviewed phone with .ho verified no unique records were on the phone.

2/1/2019 Review show ed no records on phone.

Reviewed phone wit -/hc verified only personal records were on the
phone. Review showed 7 photos, 1 video and 3 texts, all personal, records on

2/6/2019 phone.

Reviewed phione wit -ho verified 186 photos found on the phone were
moved to file. Ten texts were non record, 1 mis-directed to the phones previous
2/8/2019 user from an unknown number and 9 coordination non record texts.

Reviewed phione with .vho verified 2 photos found on the phone were
2/14/2019 moved to file. One text was memorialized in the appropriate case file.
4/2/2019 Reviewed with No records.

3/1/2019 Reviewed with o records.
3/1/2019 Reviewed with even Screenshots forwarded to file. No other records.
3/1/2019 Review withffllNo records.

3/1/2019 Reviewed wim-No records.
3/1/2019 Reviewed wit: -Four texts moved to case file. All voice mails memorialized.
3/13/2019 Found photo's, notes and texts which were sent to_fON email.
15 photos(1 DOJ logo, 3 personal, 11 ref copies), 4 ref copy files, 26 texts either
3/13/2019 ref copies or personal.
3/20/2019 Personal photos and texts only.
3/22/2019 Reviewd with SACM. Personal notes and texts only.
Reviewed wit: -101 photos and 2 videos. Records forwarded to file or
email. 8 drafi: notes forwarded to email. Two voicemails put to file. Only
3/27/2019 coordination and personal texts. Only ref copy files.
3/27/2019 Personal recs only.

Y57025 3/28/2019 Reviewed with AAW. Ref copy, personal and coordination only.

T66448 3/29/2019 Reviewed with BAM. 415 photos already in file.
Andres, Greg YS57086 3/29/2019 Reviewed with GDA. 1 record text forward to email. All other personal.

¥57079 3/29/2019 Reviewed wil: o records.

¥57100 4/2/2019 Reviewed wit: No records.

Y57007 4/4/2019 Reviewed wil: o records.

Reviewed witth MRD. 22 Photos and 2 videos personal, plus one DOJ logo.
Dreeben, Michael Y57026 4/4/2019 Record notes foj led to email. Ref copy files.
4/4/2019 Reviewed with WNO records.

4/4/2019 Personal photos only.

4/4/2019 No records.

Special Counsel Press ¥57005 4/4/2019 No records.

Carr, Peter ¥57050 4/4/2019 Personal only.

Prelogar, Elizabeth 4/4/2019 Reviewed with EBP. 215 personal photos only.
Van Grack, Brandon 4/10/2019 1 photo forwarded to email.

4/11/2019 Reviewed with ASJZ. Moved text, voicemail, notes and photo records to file.
4/11/2019 Reviewed with Photos on G:SC. No other records.
4/12/2019 Reviewed wi 1 photo forwarded to file. No other records.

4/12/2019 Reviewed with Personal records only.
4/12/2019 Reviewed with o records.

Reviewed with Two personal and coordination texts only. No other
4/12/2019 records.

Atkinson, L. Rush 6/11/2019 Reviewed with LRA. Three notes forwarded to LRA email. No other records.
4/26/2019 Work related photos and texts forward to file.

4/26/2019 One note fwdl to .mail.

Rhee, leannie S 6/5/2019 No records.

6/5/2019 No records.

002016-000051



Jed, Adam C
Goldstein, Andres
Quarles, James L
Mueller, Robert S.

ebe‘ Aaron

AC)
REW
ADG
jLa
RSMSC
CWK

LIZA

Y75012
Y57019
Y57006
166451
166450
166447
Y57011
Y57078
757089
Y57092
Y57114
V57085
 T66488
Y57036
Y57077

6/3/2019
6/3/2019
6/3/2019
6/3/2019
6/3/2019
5/30/2019
6/3/2019
5/23/2019
5/30/2019
4/26/2019
4/26/2019

Reviewed with ACJ. One photo forwarded to ACJ email.

Reviewed w/REW. No records.
Reviewed w/ADG. No records.
No records.

No records. (

Photos fwd tc-

One file fwd to email.

Reviewed with EES. No records.
Reviewed with AMZ. No records.
No records.

No records.

5/9/2019 JCON IT wiped phone after resetting the password prior to records review.

4/26/2019
5/10/2019
4/16/2019

N b
All records mo b1’|I(—: per -
Reviewed with No records.

Reviewed with LIZA. No records.
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SCO Cell Phone Inventory

Asset Disposition
Status Username Off UAPM
Number Sent to DOJ
Inventory BVG T66437 NO
Inventory LFW T66441 YES NO
Inventory CWK T66447 NO
Inventory BAM T66448 YES NO
Inventory RSMSC | Te6450 NO
Inventory JLQ3 T66451 NO
Inventory JSR T66487 NO
Inventory T66488 Mo
Inventory Y57002 YES NO
Inventory Y57003 YES YES
Excessed SACM Y57004 YES NO
Inventory SCPress | Y57005 YES NO
Inventory ADG Y57006 NO
Inventory l!l@ YES NO
0OCIO 1/28/19 JAR Y57008 YES YES
Inventory Inventory | Y57009 YES NO
Inventory Y57010 YES NO
Inventory Y57011 NO
Inventory Y57012 NO
Inventory Y57013 YES YES
0OClO 1/28/19 Y57014 YES YES
Inventory Y57015 YES NO
Inventory Y57016 NO
Inventory Y57017 YES YES
Inventory Y57018 YES YES
Inventory Y57019 NO
Outstanding Y57020 NO
Outstanding Y57021 NO
Inventory Y57022 NO
IG Cyber Y57023 YES/LFW NO
Outstanding ACM Y57024 NO
Inventory AAW Y57025 YES NO
Inventory MRD Y57026 YES NO
Inventory Y57027 YES NO
Inventory Y57028 YES NO
0OCIO 1/28/19 Y57029 YES YES
0CIO 5/31/18 AMZ Y57030 YES/LFW YES
Inventory JAS Y57031 YES NO
0OCIO 1/28/19 Y57033 YES YES
Inventory Y57034 YES YES
Inventory Y57035 YES YES
Inventory B | 57036 NO
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SCO Cell Phone Inventory

Asset

OCIO 1/28/19

Y57113

Outstanding

Y57114

Inventory

Y57115

Status Username

Number
Inventory Y57037
Inventory Y57038
Inventory Y57039
Outstanding Y57040
Inventory Y57041
Inventory Inventory | Y57042
Inventory PAC Y57050
Inventory Y57075
Inventory - Y57076
Inventory LIZA Y57077
Inventory EES Y57078
Inventory Y57079
Inventory Y57080
Inventory Y57081
Inventory Y57082
Inventory Y57083
0OCIO 2/6/19 Y57084
Inventory DWA Y57085
Inventory GDA Y57086
Inventory Y57087
Inventory Y57088
Inventory AMZ Y57089
Inventory Y57090
Inventory Y57091
Inventory Y57092
Inventory Y57098
Inventory Y57100
Outstanding PNS Y57101
Inventory Y57102
Inventory Y57103
Inventory Y57104
Inventory Y57106
Inventory Y57107
Inventory Y57108
Inventory Y57109
Inventory Y57110
Excessed Y57111
Inventory Y57112

RKD
ELB

Inventory

Y57116

Phone

Disposition
Off UAPM
Sent to DOJ

NO

YES NO
NO

NO

NO

YES NO
YES NO
YES NO
YES YES
NO

NO

YES NO
YES NO
YES YES
YES NO
NO

YES/LFW NO
NO

YES NO
YES NO
YES NO
NO

YES NO
YES NO
NO

YES NO
YES NO
NO

YES NO
YES NO
YES NO
YES NO
YES NO
YES NO
YES YES
YES YES
YES NO
YES YES
YES YES
NO

YES NO
NO
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SCO Cell Phone Inventory

Asset

Status Username

Number
Inventory Y57117
Inventory Y57120
Inventory Y57123
Inventory Y57125
Excessed Y57126
Inventory Y57129

0CIO 1/28/19

Y57130

Disposition
Off UAPM

Sent to DOJ
NO
YES NO
YES YES
NO
YES NO
YES YES
YES YES
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U.S. Department of Justice
Office of the Inspector General

RECEIPT FOR CASH OR OTHER ITEMS

TO: (Nare, Title, Address (including ZIP Code), (if applicable) | FILE/CASE NUMBER - DATE:.
FBT - Depura pisiammar  DiREcwR //25//5/
Davip ARCHEY A
OFFICE:
CM BR
AMOUNTOR [~ T " DESCRIPTION OF lTEM(S) - [FuRrosE (ﬁ’Applwable)
QUANTITY. <} ke S
/ Phone. %wffh @@ Y570 25 Ank mf
RECEIVED BY: (Signature) . ... . .| NAME AND TITLE: (Print or Type) " | DATE:: T
YPETm. AGEMT IV CHACGE /
- ‘ j‘
% © T Bonvarmo 4 /'d/
WITNESSED BY. (Signatwre). .~ = | NAMEAND TITLE: (Primt or Type) | DATE:
/7
(g i

OIG FORM T — 233/2 (04/23/07)

002016-000087
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