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SO T /KO ETODRS,

Wanled ~rory)

U.S, Department of Justice

Federal Bureap:of Invc’stig‘ation

Wasmngton, DiC. 205350001

Mr, Peter P, Strzok Il
Federal Bureau of Investigation
‘Washington, D.C.

Dear Mr. Strzok:

On June: 15, 2018, the:Office of Professional Responsibility (OPR) proposed dismissing
you from the rolls of the FBI based on its fiiding that you: (l) made inappropriate political
comments in text messages on your FBI-issued cell phone; in: violation of FBI Offense: Code
5.21 (Unprofessional Conduct— Off Duty); (2) utilized a personal email account to conduct
official FBI business, iri violation of FBI Offense Code 5.18 (Security Violation = Other);.and
(3) failed to diligently pursue a significant investigative lead, in-violation of FBI Offense Code
1.7 (Investigative Deficiency —Misconduct Related to Judicial Proceedings). As the deciding
official in this.matter, T have given full ahd impartial consideration to all the documentation and
evidence upon which th¢ propesed disciplinary action was based, your wriften response dated
July 17, 2018, the oral presentation by yowand your counsel on July 24, 2018, and the “Last
Chance Agreement” you executed.on July 26,2018, Pursuant to the request in your “Last
Chance Agreement,” Offense Code 5.2 (Dereliction of Supervisory Responsibility) is:substituted
for Offense Codg, 1.7 (Investigative Déficiency — Misconduct Related 10 Judicial Proceedings),
and Offense Code 1 7 wﬂl not be fuﬂ:her dlscussed Based on apreponderanee of the ewdence I
mcludmg the. supplemental mformanc_m you pr,esented and considering the 12, Douglas .Fact,ors,.
including, but not Iimited to, ct‘)hsistency wifh precedent, i:he Penalty G'uidel”ines prior
without pay, for 60 calendar days, not dlsrmssmg you, as ong;mally proposed and. (b) demotmg
'you to a fion-gupervisory position.” 2

Y This adxmmstranve inquiry was bpened after January I,:2017, and thus will be.analyzed under-the FBI’s 2017
Offense Codes:and Penalty Guidelines.

2 In your Last. Chance: Agreement (LCA), you agreed the LCA and this letter reflect the Burgaun's final disposition of
this disciplinary inquiry, from which 1o appeal will be taken. However, nothing in this disposition affects:the ability-
of the Hiiman Resource Division, Security Division, or othér Biirean. coniponeént to.address your condiuct as:a:
performance matter, sécurity issue, or otherwise, as appropriate.,

3 Pursuant to Policy Directive 0772D, whenever a. demotion is based on an OPR: ﬁndmg of misconduct, the:
demotion must start'at step 01, I leave it to the:discretion of Division management;to-identify an appropriate nori-
supervisory position for yoir.
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DISCUSSION
Background

On July 10, 2015, the FBI opened ar investigation into the storage and transmission.of
elassified information oh former Secrefary of State Hillary Clinton’s unclassified private servers
(Clinton Email investigation). The FBI interviewed numerous withesses and obtained and
analyzed servers and devices used by Clinton, as well as the-contents of private email accounts.
In August 2015, you were-assigned to lead the Clinton Email investigation and, according to
your signed, sworn statement (SSS), you “built a team” to conduct the investigation. You made
the day-to- day investigative decisions and kept the then-FBI Director (D) and the then-FBI
Deputy Director (DD) informed of ongoing developments.

The Clinton Email investigation culminated on July 5, 2016, with a press conference by
D annouricing that the FBI had completed its investigation and would recommend to the Justice
Departmerit that proscction of Clinton be declined despite her having been “extremely careless”
in handling classified information.* In late September.201:6, the Clinton Email investigation was
reopened following the discovery of Clinton emails on the laptop of former Congressman
Adthony Weiner, the éx-husband of Clinton aide Hurma Abedin, during ah unrélated criminal
investigation., However, from September28 through October 28, no-action way taken by the
Clinton Email investigative team to obfain a search warrant to review the emails on Weiner’s
laptop. On Oectéber 28,2016, eleven days. before the 2016 presidenﬁal election, D sent a letterto
Congress disclosing the.existence of these additional emails as “appear[ing] to be pertinent™ to.
the Clinton Email investigation. On October 30, thirty-two days aftei the Clinton Email tean
learned of the existence of the emails, the FBI obtained a search warrant fo-réview the emails.
On November'6, just two days before the presidential election, D sent a second letter to Congress
advising that there was, in fact, no new information in the emails and that the FBP’s decision
remained unchanged — to wit, that criminal charges against Clinton were unwarranted.

In July 2016, you were assigned to lead the FBI's- investigation into the' Russian
government’s efforts to interfere‘in the 2016 presidential election (Russia investigation), On
May 17, 2017, former EBI Director Robert Mueller 11l was appointed Special Counsel over the
Russia jnvestigation. From May 2017 to July 28, 2017, you worked on the Special Counsel’s
staff. You worked closely with former FBI Genetal Attorney (GA).” GA served as counsel to
DD, was his liaison to the Clinton Email investigation starting in February 20166 and to the:
Russia investigation beginning in July 2016, and worked on the Special Counsel’s staff from:
May 22 to July 15, 2017.

In early 2017, the Department of Justice (DOJ), Office of the Inspector General (OIG),
began a review of various. actions.taken by DOJ and the FBI in cotinection with the Clinton
Email investigation. During the course of itsinvestigation, the OIG interviewed more than 100

* At the time, Clinton was the presumptive Democratic nominee. in thei2016 presidential elgction. D was subject to
widespread condemnation for: holding the:press conference, including his use of imprecise and misleading language.

3 (P-1)

% Text records indicate GA was involved in an unknown capagity in the Clinfon Email investigation as carly as
Anigiist 2015,
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witnesses and reviewed fore than 1.2 million documents, including electronic communications
(ECs), interview repotts (ED-302s), agent notes, communications between and among.agents;
prosecutors; supervisors, and other officials involved in the Cliritori Email investigation, as well
asa varietyof other written materials. The OIG obtained and reviewed in excess of 100,000 text
and instant messages to or from FBI personnel who worked on the investigation.”

During the course of its review, the:OIG located more than 40,000 unique text messages
between you and GA. from June 30, 2015 to May 17,2017.8 ® ‘Those text miessages covered a
‘wide range of topics, including foutine wotk-related coinmunications; as well as personal
messages which included discussions about your families, medical issues, and daily events, and
reflected that you and GA were communicating on your F Bl-issued .phones as part of an
extramarital affair.'® Of serious concern was the overtly political toné of many of your text
messages related to the 2016 presidential election, including statements expressing hostility for
then-candidate Donald Trump and support for then-candidate Hillary Clinton. Even more
concerning; certain text messages mixed. your political apinions with discussions abouit the work
you were conducting on the Clinton Email and Russia investigations, which raised serious
questions:about your impartiality and whether your political-opinions affected your investigative
decisions.

On July 28,2017, when the Special Counsel learned of your improper text messaging;
you were femoved. from the Special Counsel’s investigation and returned to the FBL. Your
communications with GA received extensive.media coverage and caused many political figures,
media cothinentators, and members of the public t6 harshly eriticize the handling of the Clinton
Email and Russia investigations by the FBI, DOJ, and the Special Counsel.

Finally, during the course of its investigation, the OIG uncovered evidence that you-used
a personal email account to conduct official FBI business.

Unprofessional Conduct

~ Theinvestigation uncovered text messages between you and GiA that raised concerns,
about potential bias in the Clinton Email and Russia investigations, including texts that
commented on Trump and/or Clinton, and other texts that expressed political opinions while
discussing your work on the Clinton Email and Russia investigations.! ‘GA stated the.

7 The OIG reviewed fext messages from FBI-iSsued mobile.devices-and instant messages exchanged on-Government
‘System #1 and Governmerit System #2. Government Systéni #1 is the FBI's.computer system for information
classified at the;Secrét. leval, while. Governtiént: System #2 handles Top Secret and compartmented information.

¥ Afiet initial difficulties securing text inessages for the period from Decernber 15, 2016 to May 17, 2017, fhe OIG
‘wag able to tecover a large number of these. méssages, although it “cannot. deﬁmtlvely say-that [thié OIG’s] forensic
recovery captured every text message-exchariged between [GA]and [you] during the gap period:”™

9 OPR reviewed approximately 74,000 text. messages between you and GA on your FBI-issued cell phones between
-February 1,2015and July 5, 2017.,

10 Duririg thé relevant period of time both'you’ and GA. were'married to other people.
¥ OPR notes that dunng your text: exohanges you: and GA expressed a h1gh volume of cntlcal oplmons about a

colleges cmes entertamers poimcal commentators and pohtunans afﬁhated Wlth both the Repubhcan and
Demoeratic partiés.
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“predominant reason” the two of you communicated so exterisively on your FBI-issued cell
phones was “to Keep [your] affair a secret from [your] spouses.”

Relevant Text Messages:

August 16, 2015 (You are the lead agent for the Clinton Email investigation)

You:  [Bernie Sandeis is] ari idiot like Trump. Figute they cancel éach other
out.

December 20,2015 (GA forwarded 'you an article about Trump)

GA: What an utter idiot.

You: 'No doubt.

Febriiary 12, 2016 (GA isnow assigned to Clinfon Email investigation by DD)

GA: I'm no prude; but I'm really appalled by this. ‘So you don’t haveto go
looking (in ease you hadn’t heard), Tirump called him the p-word. The
man has no dlgmty or ¢lass. He simply cannot be president. .

You:  Oh, [’I‘rump s .abysmal. T keep hoping, the charade will end and people
will just.dump him. The:problem, then, is Rubio will likely lose to Cruz
The Republican party is in utter shambles. When was the last
competitive ticket they offered?

February 24, 2016 (Discussing the EBI's upcoming intetview-of Hillary Clinton)

GA:  Onemore thing: [Clinton] may be;our next president. The Tast thing you
need [is] going in there loaded for bear. You think she’s going to
remember or-care that it was'more doj than fbi?%

Your  Agreed...

March 1, 2016 (You recalled a conversation with your teenage son)

You:  [Myson] asked me who I’d vote for [and he] guessed Kasich.

GA:  Seriously?! Wotuld you not [voté for a] D[emocrat]?

You:  Idon’tknow. I'suppose Hil‘lary I would [vote for'a] D[emocrat].

GA: [Your son] doésn’t think you’rea[] R[epubhcan], does he?

You;  [State #1 is] going to [Clinton] anyway. He thinks I wouldn’t vote for
her right now. He knows I’m a conservative Dem[ocrat]. Butnow I
wondet.

12'You and GArsaid this conversation related fo the number-of: people that would attend Clinton’s.interview. You
said you “did not'take this'to- mean [] weishould treat [Clinton] differently because she’s, the next president” and
claimed you “made no decision'based on anything [Clmton] rmght be-or [ight] becorme. ..

4
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March 3, 2016

GA: God trumip is a loathsome human.

Youi  Yethemay win. Good for Hillary.

GAY Itis.

You:  Would he be:a worse president than cruz?

GAr  Trump? Yes, I'think so.

You:  I’m notsute. Omg [Trump’s] an idiot.

GA:  He’sawful.

You:  Ametica will get what the voting public deserves.

GA:  That’s what I'm afraid of:

You:  Geod Hillary should win 100,000,000-0.

GA:  Alsoe did you hear [Trump] make-a.comment about the size of his.d*ck
earlier? This man cannot bé president.

March 12,2016 (GA forwarded an astcle about a “far right” candidate in State

#2)

You:  That [State#2] article is depressing as hell. But answefs ow we.could
enidup with President trump.

March. 16, 2016
GA:  Tcannot believe Donald Trump is likely to be-an actual; serious
candidate for president.

April 1, 2016

GA: So look, you say we text on that phone when we:talk about hillary
because it can’t be traced ... . 7

You:  Right

May 3, 2016

GA:  And holy shit Cruz just dropped out of therace. It’s going to be a
Clinton Trump race. Unbelievable. '

You:  What?1?12?7

GA: You heard that right my friend.

You:  Isaw trump won; figured it would be a bit. Now the: pressure really
starts to finish [the Clinton email investigation] ...

GA:  Ttsuredoes.

June 11,2016
You:  They fully deserveto go, and demonstrate the-absolute bigoted nonsense
of Trump.

June 17,2016 | | |
You:  Now we’re talking about Clinton, and how a lot of people are holding
their breath, hoping:
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July 13,2016 (You were assighed to lead the Russia investigation; GA forwarded
an article-entitled “For Whites Sensing Decline, Donald Trump. Unleashes Words
of Résistance?)

GA:  Have you read this? It’s really frightening.

You:  Ihavenot. ButI'think it’s-clear he’s capturing all the white, poor voters
who the mainstream Republicans abandoned in all but name in the quest
for the almighty $$$$.

July18,2016 7 '
You:  And f*ck the cheating mother*cking Russians. Bastards. Thate:them.
GA:  I'm sotry, me too.

July 18,2016 (While watching the Republican National Convention)

You:  Ooch, TURN IT ON, TURN IT-ON!!! THE DOUCHEBAGS ARE.
ABOUT'TO COME OUT. You can tell by the éxcitable clapping,

GA: And wow, Donald Trump is-an enormous d*uche..

July 19, 2016

You:  Hi. How was Trump, other‘than a.douche?

GA: Trump barely spoke, but.the first thing oiit of his'mouth was “we’re
going to win $0000 big.” The whole thing is like living in.a bad dréam.

You:  Jesus.

GA: God, it’s just a two-bit organization. I do.so liope his disorganization
comes back to bite him hard in November:

You: It HAS to, right? Right?!? Panicked.

July 21,2016
You:  Trump isa disaster. Lhaveno idea how destabilizing his Presidency
would be.

July 26,2016 (While watching the Democratic National Convention)

You:  Congrats on'a woman nominated for President in a major party. About
damn t1me| Ch111s ]ust because I’m a homer for Amerlcan
with the ﬂag and an. honor guard I probably would have teared up..

And [your daughter] just asKed, since [Clinton’s] married to:man, th@re 5
no First Lady. What is'there? And Thappily told her; a First Husband!
(who’s gonna be an utter charismatic hound. dog, biw:..)

GA: ‘Yeah, it is pretty cool. [Clinton] just has to win.now. Fm not going to
lie, T:got a flash of nervousness yesterday about trump. The sandeffistas
have the potential fo makea very big mistake here ..

Your I’ not wortied about them. P'm worried about the anaréhistj}\;’ssangesj
‘who will take fed information and disclose it to disrupt. We’ve gotta get
the meémo and brief and case filing doneé. . . . And I don’t like Chelsea!
Her tusband even less....

GA: Ilike:Chelsea fine. Why not?

You:  Self-entitled. Feels:she deservesisomething she hasn’t earned.

b
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GA ] Have we opened on him yet? .
You:  Opened on Trump? If Hillary did, you know: 5 field offices would...

July 31, 2016

You:  And damn this [Russia investigation] féel momentous. Because. this
matters. The other one did too, but that was to ensiite wedidn’t F
something up. This matters because this MATTERS.

August 6, 2016 (GA forwarded an article relating to Trump’s criticism of'a Gold

Star family).

GA»  Jesus. Youshould read this. And Trump: shotld go fhimself.

You: Godthat’sa great article. Tharks for sharing. And F Trump.

GA: And maybe you’re meant to stay where you are because you’re meant'to
protect the country from that menace: To that end, read this: [GA
forwards an article entitled, “Triump’s Enablers Will Finally Have to
Takea Stand”]

You:  Thanks. It’sabsolutely true that we’re both very fortunate. Andof
coutse I’ll try and approach it that way. I just know it will be tough at
times. I can protect-our country-at many levels, not sure if that helps...

GA:  1know itwill too. .

You:  [Referring to and quofmg GA’s amcle] 1 really likethis: [Trump]
appears to-have no.ability to-experience reverence, which is the
foundation for any capacity to admire or serve anything bigger than self,
to. warit to learn about.anything beyond self, to want to know and deeply
honor the people around you.

GA:  Sigh. That’s the paragraph, upon reading, that.caused me to want to
send it to: you. o |

August 8, 2016
GA:  [Trump’s] nét éver going to become president, right? Right?!
You:  No. Nohe’snot. We'll stop it.

You:  OMG [ CANNOT BELIEVE WE ARE SERIOUSLY LOOKING AT
THESE ALLEGAT TONS AND‘THE PERVASIVE CONNEECTIONS.
‘What the hell has happened to our-countryl 212122

August 14, 2016 (GA forwarded an article-entitled “Donald Trump is Making

America Meaner™)

GA:  God thismakes me.so-angry.

You:  And1am worried about what Trump is encouraging in our behavior.,
The things that' made me proud about our tolerance for dissent— what
makes us different from: Sunhis and Shias losing each other up =is
disappearing. I’m worried about what happens if [Clinton] is elected.,
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August 15,2016

You:  Iwant to believe the path you threw out for consideration in.[DD’s]
office-that there’s fo way [T rump) gets-elected-but I’m afraid we can’t
take that fisk. It’s'like an insurarice policy in:the unlikely event you die
before you’re 40... '

August 26, 2016
Yoa:  Justwentto a southérn [State#1 Store]. I could SMELL the Trump.
Suppoit.... Yeah it’s scary real down here.

September 12, 2016

You: [Radw] says Trump hotel opesis today. It doesn’t Jook ready....
GA:  That’s one place I hope I neverstay in.

You:  Agree. Hopeit failshorribly. It won’t, but:still.

September 26, 2016 (GA forwarded an article entitled “Why Donald Trump

Shouild Not Be Piegident”)

GA:  Did youread this? It’s: scathmg And I'm scared. . . . Man ['should
have staited drinking edrlier. ...

September 28. 2016

You:  Ohsweet jes*s I need to send you what my father has beeni sending.
The liberal media is-all‘in the tank for Hillary. Because, you know,
Trump isn’t batsh*t crazy for 6ur country...

GA: Please don’t. Ireally don’t want to-know 'what. is'out there.

Youw: My father is crazy, btw. EVERYTHING about him is a dem[ocrat].
Except maybe [strong] national defense (except Hillary is that but she
can’t be, because, you know, CLINTON')

GA; I know:. His political affiliation is truly baffling. He’s.a HUGE
D[emocrat].

You:  Iknow! I WANT YOU TOMEET HIM AND CONVINCE HIM!
You’te very pérsuasive. ...

September 28, 2016 (You forwarded an article entitled “Donald Trump Got Too

Much Debate Advice, So He Took None of 1t?)

You:  “Foundit hard to focus?” “Found it hard to focus?121221” Are you
f*cking kidding me?1?2!}

October 5, 2016 (GA forwarded an.article critical of Trump.entitled “The.

Editorialists have Spoken; Will Voters Listeri?”")

You:  Nothey won’t listen, because they’re P*cking:stupid. And I'th moving
to [Another Colintry].
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October 8, 2016

You:  Currently feading about Trump. Wondéring if he.stepped down if Pence
could actually get elected.

GA: That’s probably more likely than Trump getting elected.

You: lagree. Ithink it would actually énergize the Republican vote. And no,
not really re path forward. And funny quote from my cousin-in-law:
“No way Trump will drop out. Hey Republicans: how does it feél to
carry something to:term?”

October 19, 2016 (While watching a Clinton-Trump. debate on television)

You: lamriledup. Trump is a fucking idiot, is unable to provide a coherent
answer. Thatethese people.

GA:  Please. [Honestly don’t want'to know. It looksand sounds like:a
Saturday Night Live skit.

You: TCANTPULL AWAY. WHAT THE FUCK HAPPENED TO OUR
COUNTRY, [GA]212712?! Bad Hombres? That’s somejive-turkey talk,
honkey!

GA:  Idontknow. But we’ll get it back. Wete America. Werock.

You:  Donald justsaid “bad hombres.” Oh hot damn, [Clinton] is throwing,
down saying Trump in'bed with russia. Holy shit are you fucking
kidding me?1?1? . .. She could do SO MUCH BETTER. But she’s just
not getting traction. Jesus.

October 19, 2016 (After GA attempted.to convince you to turn off the debate)

You:  Maybe. Ihave to watchi this. And I’m so damirmad, [GA]. And
disgusted. And disappointed. Trump just said what the fbi did is
disgraceful.

November 1..2016. »
GA: God, thi § makes me very angry I honestly think I should'bow out rather

Yoi:  Ne. N ced you on the inside niow mofe than ever. Truly And 1o bs
your country néeds you niow. We dre going'to have to be very wise
about all of this. The.only thing wrong in your statement is your
powerlessness. 7 ‘

GA:;  DI'mwuot sure T.agree-with you there,

You: ... And this is a finite thing. I want to be done before the inauguration:
You're:wrong. Not the type of powet you (or i) would prefer, but not
powerless.

November 3, 2016

GA:  The [Newspaper] probability fiumbers are dropping every-day. I'm
scared for our organization.

Your  [Wtiter#1] and moron [Writer #2] are F’ing everything up, teo.
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November 7. 2016 (You sent-an article-entitled “A. Victory by Mr. Trump.
Remains Possible”).

You:  OMG THIS IS F*CKING TERRIFYING.

GA:  Yeah, that’snot good.

November 9.2016

GA: Are you: even going to give out your calendars? Seems kind of
depressing. Maybe it.should just be the first- meeting of'the secret
society.

November 13, 2016
GAr Tbought: all the president’s mmen. Figure I needed to brush upion
watergate.

November 14, 2016
GA: Gad, being here makes'me angry. Lots ofhigh fallutin’ national security
talk, Meanwhile, we have OUR task ahead of us..

November 20, 2016 (GA forwarded an article entitled “White Nationalists

Celebrate Awakenmg After Donald Trump Victory™)

GA.: This is really disgusting.

You:  Im worried racial tension is goitigto getreally bad... And god that was
a depressing atticle.

December 22, 2016

GA: The election stuff makes me want to cry.

You:  Iknow: Me too. And I don’tsee it getting better...

GAz As you said Tast night, I'm redlly scared forour country:....

March 14, 2017

GA:  Finally two pages away from finishing [“All The President’s Men™].
Did you know the:president resigns in the end?! © |

You:  What?1?! Gad, that we.should be so-lucky.

y 18, 2017 (GA hadjust joined the Special Counsel’s investigation)
You:  Forme, and this case, I personally have:a sense.of unfinished business. I
unleashed it with [the Clinfon email investigation]. Now I need to fix it
and finishit. ... Who givesa f*ck, one more. A[ssistant]

Dlirector]...[versis] [a]n investigation leading; to impeachment?™3 .

13 In a May 22, 2017 Govettitheit Systém #1 email to-GA,, yon expréssed.sitnilar sentiments regarding
impeachment. GA forwarded an articlé entitled, “Trump asked intelligence chiefs to push back against FBI
collusion probe after [D] fevealed its existence.” Youresponded:saying, “Yup. Assuming you/téam will do it via
[Attorney ]2 After' GA confirmed this, you responded “God I'stiddenly want.on this. You khow why.” GA
responded and offered to leave the Special Counsel inivestigation to-énable you to join it'and, you replied, “I’m torn.
1 think = know ~ I’m fiore. replaceable than youare in this. I’ the best for'it, but:thére are-others who can do OK.
You are.different and more unique. This is youts. Plus; leaving a S{pecial] Clounsel] (havmg béén an SC) resiilting.
in'an impeachment as an attorney is VERY différent than leaving as an investigator . .

10
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[Y]ou and Tknow the.odds arénothing. IfI thought it was likely I’d be
_ there:no-question. Thesitate in part because of my gut sense and concern:
" there no big there there.

Public Reaction to Text Messages

Your removal forcause from the Special Counsel’s investigation garriered media
attention in the late suiitner:and early fall of 2017. However, in December 2017, when media
outlets learned of your-illicit relationship with GA and the-naturerof your polmcal text
méssaging; the story became a tiedia sensation. It-was widely reported, cast doubt ofi the FBI’s
.investigative findings and the Special Counsel’s investigation, and brought harsh criticism upon
the FBI from politicians at all levels in both political parties, President Trump, the media, and the
public.

" Your Account of Text Messaging

On September26, 2017 and April 20, 2018; you gave voluntary-sworn inferviews to the
OIG. Yousaid youtook “the:allegations [] that there might be political bias extraordinarily
seriously . . . [and you felt] very comfortable that there was not.” You claimed your text
.messages w1th GA were your ‘personal oplmon talkmg to a fnen and' stated your pohtlcal
that the “ac'tis.,j”’""vdcei,sions,,,” a_nd_ ‘Z'condu.ct?’- -of the: mvcsngatlo,ns were “absol_ute.l.y c:Ie.a.r. of any
personal beliefs.”

You stated that "fpe'rsonal conversations are notrelevant” 16 the iﬁVeStigatiVe decisions
that were miade; but that “people will 'want to spin and assign motive or see-conspiracy where
there isnot.™ Youstressed that while you discussed personal opinions with GA “there [was]
never a [discussion that] in order o achieve [a particular] personal belief, we’re: going to need to
[take any specific action].” You said it was “ingrained” in-your culture and training “that
whatever personal beliefs you have. [] that there is absolutely-a bright and inviolable line between
what you think personally [] and the conduct of your official business.”

You stated that GA was a “colleague who is also a close ftiend” and. noted that your
personal opinions and beliefs “intermixed”™ in some of your work conversations. You
acknowledged that expressing your opidions inisuch a manner “was.dumb to.do []-ona
govettiment device, but claimed your use of the FBI-issued cell phone to express your opinions
was not as bad as expressing your opiniofis in a tnore public forum which might call into
question the integrity of the FBL investigation. You posited that your texts with GA were-a
“direct, one-on-one, private conversation” and “a non-official record between two friends.” You
stated your use of your FBI-issued phone to engage in these conversations was a matter of
“convenience” and acknowledged that in hindsight you “would have preferred [] to do that, [ not
ona [] governmeént system.”

You wete aware your comrunications with GA on your FBI-issued phone were
monitored and logged and admitted you could “envision a number of scenatios” in which thie

disclosure of those'messages would hurt the integrity of the: FBI and the Clinton Email and
Russia ifivestigations. 'You acknowledged your conduct wasnot “smart from the perspective of

11
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perception However, you claimed. it would be-difficult to “find a person [who] doesnot have
an eplmon about things of either a political or a public interest perspective . . . most people have
an-opinion arid they talk about it.” Iri spite.of the strong language and apparent bias evidenced in
your messages with GA, you.denied that §ou were prejudiced against a particular-person,
~p01nt1ng out that “at.some time of anothet, [you were] angry at. everybody ® You tated that

“never, ever, ever did [you] ever make any operational or work decision based on any personal
preference, desire, or belief.” "You admitted you viewed the allegations involved in the Russia
investigation as mote serious than the Clinton Email investigation allegations, but noted that was
due to the possible engagement of, and collusion betweety, a- domestic-political campaign and a
foreign government.

You.were aware of the significant public interest and political ramifications in both the
Clinton Email and Russia investigations. 'You acknowledged that you considered certain
investigative steps to ensure the-public would feel that the investigations: were thorough, the
conclusions were based on fact, and to.deter perceptions that “the fix was in.” You'told
investigators you-approached the Clinton Email and Russia investigations with a keen sense of
“‘absolutely [doing] it right” such that the public-“could look at it and sdy this was done right and
well, and there'is no-question about it.”

Security Violation

Theinvestigation uncovered numerous occasions on which you used. your personal ermail
account to conduct FBI business.'* Examples of official communications forwarded to your
personal email account included drafis of @ Congressional responsé and the search warrant
affidavit for the Anthony Weiner laptop. Concerning the latter, 'you stated that the FBI phones
“at the time had significant limitafions” which made it impossible to. view certain edits. You
acknowledged the Weiner search-warrant was filed under seal; but claimed it was not “sensitive”
because “most of [the:information contamed therein] had already been in the:public domain™ and
that filing the document under seal was “an administrative sensitivity. »15 n spite of sensitive.
grand jury information contained in the document,'® you argued that using your personal email
account to wotk on the document was “a reasonablé éxception to the rule: given that [you]
couldn’tread it-on the Burcau phone:” '

You said your understanding of FBI policy regarding the use of personal devices or email
accounts to.conduct FBI business “is that home comphter and personal electronic devices use is
discouraged, and that in caseés where it is nof practical ot p0531ble to use your [FBI-issued]
device, that there are-allowances made. But you stiould keep operationally sensitive for
classified] detail out of there.” Although you ¢laimed you used personal email “When it wasn®t
possible [to use.the FBI’s systems] or there [] were problems with the FBL systems,” you also
acknowledged using your personal home computer to type out FBI related documents “for

i Diand GA were also & ‘iind- !9 have.used their personal email accounts to-conduct FB business. The situation is
repléte with irony given the FBI’s criticism of Clinton for having done.so.

5 Trrespective of your personal judgment as to the sensitivity of the information, it was filed under seal and entitled
o protection.

16 The U.S: Attorney’s Offices for the Southern District of New York and the Eastern District of Virginia were
notifi¢d of your actions.
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convenience.” You stated yOu:wQuld_ send .the'.dbcutnéilts froin your qnglassiiﬁed FBI email
account to your personal email account and. then send it back to your FBI account so that it was
“incorporated and picked up into the FBI system.”

Youclaimed your “usual practice™ was-to-double delete the work emails after you sent
them. Youacknowledged you had been issued an FBI laptop to work from home but claimed
you did not know howto properly log on to use the machine. Youwalso acknowledged you had
an Enterprise Remote Access Service (ERAS) machine but noted it was burdensome totransport
and said you only “recently” discovered you could access'the FBI unclassified system thereas
well.

Youadmitted your wife gained accessto your personal cell phone and email accounts in
2017. You noted her-access was “dnusual [].and limited to a specific period. of time,” arid
¢laimed she did not view any FBI casé related information.!” ¥ You claiined you did not have.
any work-related communications on your'personal émail account because:you had double.
deleted all such: communications. You declined the QIG’s request to review your petsonal email
account:

Evidence was also uncovered of your and GA’s use of iMessage on your personal cell
‘phones to conduct FBI business. You initially-told investigators that you and GA “{t]ypically”
used iMessage on your personal cell phones for only pérsonal ¢onversations. When asked if you
and GA ever exchanged work-related information on your-personal cell phones, you said, “I.do
ot recall that, T can’t exclude it ever, ever happemng_, but [.don’t recall ever sending’ w.ork_-

rélated stuff on [] iMessage.”"?

2]

Dereliction of Supervisory Responsibility
Discovery of Additional Clinton Emails
In September 2016, the FBI’s New York Office (NYO) and U.S. Attorniey’s. Office for

the Southern District of New York (SDNY) began a criminal investigation of Anthiony Weiner
related to-his-online relationship with a minor. ‘Weiner’s laptop was obtained pursuant.to a

79 .n April 4, 2017, you.and: GA engaged in.a text exchange-that read, in part:

Yo [My wife] has my- phoné. []. Read an:angry note.I wrote biit didn’t $end you. Thit i§ her calling
A frommy phone She says she warits to talk to [you]. Said we were close friends nothing. miore.
GA:  Yourwife:leff me avm, Am I supposed to respond'? She thinks wé’re having an affair, Should T
call and correct hier understanding? Leave thisito you to-address?
You: Tdon’tknow. Isaidwewere [] close friends:and nothing more, She khows I.sent you flowers; 1
said you were having a.tough week.,
18 During a'text exchange from April 4:8, 2017, you-and GA: discussed that your wife had access to-your devices and
had located GA’s husband’s full pame, found a otel reservation ostensibly used by you and GA during a romantic.
encotinter; had access to photographs Fomy ‘your phone, threatened to:send.all the information to: GA’s husband, and
also threatened to ‘ire:a-private investigator. GA told you to determine whether your wife might uise recovery
software to locate other evidence. of your-affair on your devices.

12 On May4, 2017, you and GA exchanged the following téxt miessages on your FBI-issued cell phoriés:
You:  Canlimsga work q?
GA:  Yes.
You:. -Seut.
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federal search warrant. An NYO agent discovered emailsiand BlackBerry messages by and
between Weiner’s ex-wife Huma Abedin and Hillary Clinton that appeared to be related to the
Clinton Email investigation.? Thecase agent immediately réported his discovery up his: ¢hain of
command and, on Septeniber 28, 2016, DD was notified of the dlscovery of possible Clinton
emails. Thatsame date, DD discussed the matter with you, and yot, in turn, diseussed the matter
with GA. via text messaging on your FBI-issued cell phones:

September, 28, 2016:

You;  Goticalled up to [DD’s] earlier.. hundreds of thousands of emails turned
overby Weiner’s atty to sdny, includes a ton of material from spouse.
Sending team up.tomorrow to teview...this will never end..

GA: Turned over to them why?

You:r  Appatently one of his recent texting partners may not have been
18...don’t have the details yet.

GA:  Yes,reported 15 in the news.

You: So Ikinda wantto go up to NY tomorrw, coordinate this, take a leisurely
Acela back Friday....

You told investigators you had planned tor go to New York the following.day, but a
conference call was scheduled instead:> You said you initially did not-consider this new
information to be especially noteworthy because the Clinton Email team previously had people
come forward and elaim to have Clinton emails. ‘The Clinton Email team would run-down the
leads if they thought they had potential metit. You nevertheless acknowledged this lead was
more credible becausesit came from an FBI field office and involved information obtained from
Abedin’s husband.

During the September 29 conference eall, NYO participants informed FBIHQ pérsonnel
that Weiner’s laptop contained “hundreds-of thousands” of emails potentially relevant to the
Clinton Email investigation.> The connection to Clinton’s email server was made clear on the
call, including the fact that there were email addressés “directly tied” to Abedin and Clinton
during the:missing three-month timeframe. N'YO participants explained that they were
prohibited from further examination of the-emails dué to the parameters of their search warrant,
which was litnited to evidence of possible child exploitation by Weiner. According to NYO
personnel, they were not tasked by FBIHQ to do anything relative to the Clinton emails during or
following the ¢all.

Youstated that you believed “there [was] somethmg there that potentially [Clinton Eniail
mvestlgators were] going to have to pursue,” and “[w]e’re likely looking at [a renewed
investigation that will last] well into 2017.” You said you believed NY O was processing the

% During the initial Clinton Email investigation, which concliided on July 5; 2016, investigators were uiiiablé to
Tocate three months of communications:on Clintoni’s private Sefver or devices, moludmg BlackBeérry niegsages.
Therefm_'e_» this new discovery of BlackBerry: Thessages wassignificant,

M¥ou did not participate.in the Septeniber 29, 2016 conference call. However, you were briefed on theissues later
that day. '

2 Analysis later determined there were; 675,000 emails on Wéiner’s Taptop.
14
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data and that based on your familiarity with similar matters of data processing, “it would not
have surprised [you] to have heard back [from NYQ] in early-November or [] early-December.”

You also-emphasized that your focus in late September 2016 -was on the Russia
ihvestigation, which you deemed to be-morecritical and time-sensitive. You said, “So [the
Weiner laptop] pops up, and it’s like.goddammit-another thing'to worry about. Andit’s

unportant and we need to do it[,]* but the discovery-of additional emails on Weiner’s laptop was
hot “a ticking terforist botib.”

You acknowledged that youand yourteam “did hot appreciate the later sense of urgency”
related to the election, You fold investigators that in the early process of discovering the
additional emails, “there is not a shadow of ] what’s going to.unfold.a month later.” You stated,
“there [was] no-sense-of this is going to be:huge-and horrible and the election is a month away;
and God, are we going to say soinething, do-we necd to say something to Congress? This isjust
[4] good lead and [] we’ll get to [t at] the end of the year for into] next year. We’ll get to itas
[NYO officials] process through it.”

Failure of the Clinton Email Team to Take Action

In New York, the Weiner case agent was deeply concerned that o action was being
taken by Clinton Email investigators with regard to the Clinton emails. He began documenting
these concerns in contemporaneobus emails-and also discussed his concerns with his chain of
command and SDNY Assistant U.S. Attorneys (AUSAs). The case agent told the OIG that no:
one had contacted him regarding the laptop:

The crickets 1 was hearing was really making me uncomfortable because
something was going to come crashing down. .. . And my understanding, which
is: umnformed because Jd dldn t work the Hlllary Chnton matter My

»Chnton emalls [] and BlackBerry mGSSages [] Why isn’t anybody here‘?

Get your ass on the phone, call [the case agent],. and. get a copy of that drive. . I
still to this-day don’t:understand what the hell went wrong,

The case agent arranged to meet with two SDNY AUSAs on October 19, 2016, because
he felt he'had nowhereelseto turn, He told them about the emails discovered on the Weiner
laptop and said, “I’m a little'scared here. I don’t’know what fo do-because I’'m not political.
Like I don’t care who wins'this election, but this is going to make us look really, really horrible.
And it could ruin thig case, too.” The AUSAs recalled the. case agent was very stressed and “was
getting, for lack of'a better word, paranmd that, like somebody was not acting appropriately,
somebody was trying to bury this,”

That same day, October 21, 2016, following their meeting with the case agent, the
AUSAs contacted DOJ to-express concern about the lack of action. A DOJ prosecutor-who had.
been assignied to the Clintont Email investigation contacted you t0 see/if you were aware. of the
discovery of the emails on'the Weiner laptop. Thereafter, additional calls were made by DOT to
FBIHQ, including to DD. On October 26, NY O, SDNY, and the Clinton Email team (agents:and
prosecutors) participated in a conference call during which FBIHQ claimed to learn important,
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new information about the emails, including; their large volume and the'presence of Blackberry
messages. However, asmade clear by the interviews conducted by the:OIG, FBIHQ leamned
nothifig new'on Qctober 26 that it had not alrcady been told on September 28-29. When asked
by the OIG about the failure:to timely follow-up on the Weiner laptop, DD istated he thought you
“wlere] actually doing it.”

You agreed that no action was taken until SDNY alerted DOJ in Tate. October. You.stated
it was only aftet NYO reported “the scope and content” of the: Weiner laptop duting the October
26 conference call that it became a significant event. You noted that, importantly, Weiner’s
laptop-had backup emails from “the missing three: months.” You stated “We. need[ed] to-try-and
get this because this is, potentially would alter, would change oiir understanding of the
investigative conclusions we arrived at in July.”

On October 27,2016, DD believed the matter was “absolutely urgent” and notified D-that
they needed to meet to-discuss the Weiner laptop matter. When asked why it.was urgent, DD
said because“it’s been sitting-around for three weeks,” “it’simportant,” -and “it’s getting closer
to” the el’ecnon Clmton ‘Email mvestigators bnefed D on October 27 and lt was d'ecxd'ed that

laptop
Explanations for Failure to Take Action

Yeu provided g number of explanations for the. Clinton Email team’s inaction, including:
(1) NYO’s delay in processing the laptop; (2) a lack of specific information about what NYO had
discovered on the laptop; (3} a belief that the laptop did not contain significant new information;
(4) the team’s focus on the Russia investigation;?* and (5) legal impediments to reviewing the
materials.on the laptop The investigation reveals that there is ito reasonable-excusé for the
FBI’s delayin following up on this matter:

1. NYO’s delayin processing the:laptop

You stated that the Clinton Email team was waiting for additional information about the
contents of‘the lapfop from NYO which was not prov1ded'un'til lai'e October OPR find's this
-ernalls on Weirier's laptop w1thout ﬁrst obtamlng consent or @ new search warrant The scape: of
the existing search warrant issued in the Weiner (©) cage would not authorize the
Chintonr Email teani’s review of the-emails. ADIC NYO informed your Assistaiit Director of this
fact on September 29,2016. Although NYO was still processing the laptop, it was up to the
Clinton Email team to obtain proper search authority: However, the Clinton Email tedin took no
action to inform the prosecutors about the laptop or obtain search authority. The Clinton Email
team also failed to follow-up with NYO t6 deterrine how the processing was proceeding. If

23" The FBI obtained the:search warrant on October 30.

% The. nvestigation revealed that D-and/or DD ingxplicably assigned the samie peopleto the FBI's two most;
significant investigations:at the time, Clinton Email and Riigstd. This, in tufn, méant the people Wwere spread too thin.
and unable to focus the necessary time anid energy néeded for proper follow-up investigation on Clinton Email.
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theyhad done so, they would have learned that NYO completed processing of the laptop by
approximately October 4, 2016.

You stated that it was only when NYO reported the “scope and content™ of what was on
the laptop on October 26 that it became a significant development. You noted that the:laptop
included BIackberry backups from the three months that the FBT had not previously reviewed:,
However, as-of September 29, the FBI already knew the laptop contained: (a) over 340,000
emails, some of which were from domains associated with Clinton, including state: gov,
clintonfoundation.org, clintonemail.com, and hillaryelinton.coms (b) numerous emails between
Clinton and Abedin; (¢)-an unknown number of BlackBerry communications on the laptop,
lncludmg one-or more messages between Clinton and Abedin, indicating the possibility that the
laptop contained communications. from the early months of Clinton’s téniire as Secretary of
State; and (d) emails dated beginning in 2007 and covering the éntire period of Clinton’s teriure
as Secretary of State.

3. Abelief that the laptop did not contain.significant new information

Yo described your perception of the.discovery of emails on the Weiner laptop in late
September as simply “a lead that Tikely is going to result in:some investigation.” You stated that
the-suggestion that the matter should have been treated with more: urgency was “misplaced?”
because “[wle did not know what was there.” You believed the team could have reviewed the
emails ater on, in Januaryor February. However, the laptop was already in FBI custody and it
was a logical investigative step to obtain a search warrant to.review the contents of the
potentially relevant eindils to discover whether they were significant. Moreover, although
FBIHQ obtained no additional information about the emails from September 29 to October 27;
when D was informed of the:additional emails.on October 27, he immediately notified Congress,
suggesting he-viewed the emails as potentially significant. 25

4. Theteam’s focus on the Russia investigation

You were assigned to lead the Russia investigation, which was extremely active during
the: September and Octobér time period, when the emails on the Weiner laptop-were found. Y-ou
stated that the Russia investigation was-a higher priority. However, as hoted by the.OIG, the FBI
has morethan 14,000 agents and others could have been tasked to assist. %

2 D also indjcated that had lie been properly alerted to thie email§ in the beginning,of October, and if heé determiried
the review could be completed' quickly, it may have caused hifi not to notify Congress, as he did on October28,,
eleven days before the presideritial election.. D stated, “T don’tknow [if] it would have put us in @ different place,
but | would have wanted to hiave the:opportiinity.”

®D acknowledged that using the same personnel on the FBI's:two highest-profile and'most demanding cases was:a
mistake. Dtold OIG investigators, “in hmdmght I'needed another Strzok and maybe 1 needed two teams.” OPR
agrees that:different teamis should have:been asslgned to the; Clinton Email, team-and Russia: investigation: The
failure 1o more broadly staff the, two: investigations had a negative impact on the:investigations.and the FBI's
feputation.
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5. Legal impediments to reviewing the:materials on the laptop

You stated that you kinew N'YO “couldn’t review [the Clinton emails] because [that] was
outside the scope of [NYOQ’s] warrant.” This knowledge should have spurred your team to talk
to the Clinton Email prosecutors about NYQ’s d1scovery onthelaptop. The prosecutors could
have started the search warrant application process immediately, instead of a month later. As:
discussed above, the FBI obtained little additional information about the.emails from: Septeiber
28 to-October 28. Therefore, there is 1io reason they could not have obtained a search warrant
earlier:,

Written Response and Oral Hearing

In your written response-and diiring your oral hearing you expressed deep remorse for
your text hessages-and acknowledged that, although it was never your intention, the disclosure.
of? your messages has done significant damage to the reputation FBL, You admitted that your
texts “without question” represented “horrible judgment,” but denied that you ever made any
1nvest1gat1ve decisions as.a:result of any personal bias. Rather, you suggested your texts were

underpinned to events happening on the campaign trail” during the 2016 presidential election
and simiply teflected your personal thoughts and opinions. You desciibed your actionsas a
“truly significant, hortible lapse in' judgment.”

You pointed to:Section 3.3.1 of the FBI Mobile Devices and Mobile Applications Policy

Guide, 0879PG, dated July 86,2016, to support the proposition that your behavior in using a
personally owned mobile device to cotiduct official FBI business was allowable “whén the use of
an FBI owned mobile:device is not possible or practicable.” You opined that youruse of'a
personal email account “meets thatstandard” and 'was therefore “allowed by the exception
‘wiitten into the DOJ policy. 27 You claitied the Weiner laptop affidavit you reviewed on your
non-FBI personal deviee and in your personal email account did not contain grand j jury
information; 2% and erroneously asserted that your secutity clearance was suspended due to OPR’s

“inaceurate.conclusion.”?® Ultimately, you opined that even if the draft search warrant eontained
sensitive ififormation, it was “at best a technical violation of the policy.”

71n yourwrittenresponse you reférred to the OIG report ati424 which noted that:DOJ pohcy allows employees to

use personal email accounts for official communications “should exigent circumstances require.” However, FBI

employees-areisubject to a different pohcy and are expressly prohibited from the use:of personal email accounts.to

cconduct officia FBI business. .See; e.g;, Rules-of Behavior for General Users Agreement Form (FD=889) expressiy

proh.tbmng anyone with:access t6 the FBI Informatien Technology (IT) and Information Systems (IS) from using:
“personal e-mail:services (such as Yahoo, Gmail, etc.) for government business.”

) Paragraph 16 of the draft Weinéraffidavit you reviewed oi your non-FBI personal device: and ifi your pérsonal
‘email account states, in part,, “Based on interviews and a review of the businessrecords prodiiced by [ ] pursuant to a
gra.nd jury’ subpoetia, the FBI dstermined that, shorﬂy after [] took coritrol of [ ] and [ ] in Jume 2013, [ ] trafisferred
all email-accourts.and ‘associated data from[]to[].”

29 The. Secumy Division’s'lette*to you «dated June 15, 2018, states, “[o]n multiple occasions, you deliberately: or
negllgently ‘handled sensitive information on' unauthorlzed equ1pment and/or by using a péersonal einail service.™ It
'makes no mention:of grand jury information or any particular instance of mishandling; but rather refers to “multiple
otcasions” of mishandling; which is consistent with your admiissions to OIG investigators:.
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You disputed that you failed to properly follow the investigative lead regarding the
Weinér laptop and noted that within hours of learning of its-existence you: ass1gned multiple
trusted and accomplished subordinate employees to follow up-on the iewly discovered evidence:,
You noted that the Clinton Ernail team bad many leads from many sources regarding,additional
Clinton emails, and while this particular lead was more credible than others-due to it being
Abedin material, you were unaware of the specific nature of the contents of the laptop to signal
just how critical this lead was. You advised that hindsight review of this incident is-unfair
because you did not have all the available information at that time or the, foresight to-see what
was yet to come.

You stated you believed: (1) the subordinate employees were appropriately following up
on the lead; (2) it ' was not unusual for it to take weeks or'months for the digital processing of a.
laptop; and (3) your-assigned pnonty was the Russia investigation which posed a far greater risk
to national security. After assigning this mafter to subordinate employees, you noted you had a.
rough time frame.in your inind regardmg how long it would take to receive more informationon
the Weiner laptop and acknowledged that;, prior to being contacted by DOJ in late October2016,
your “mental tickler” had not yet gone off indicating to you that more action on your-part was
needed.

You desctibed the FBI's failure in this instance as “a bunch of people incorrectly
assuming somebody else had the action and largely being overwhelmed with other things.and not
closing the loop likeithey should have.” You noted that “everyonein [the] chain bears
responsibility” (including you) for the investigative mix ups regarding the Weiner laptop. You
expressed remorse for the poor outcome: and said you “will carry with [you] for the rest.of [your]
life the question about the Bureai’s actions-and [D’s] decisions . . . [and] how and if those:
impacted the-election.” You stated that you were completely dedicated to the mission of the FBI
and noted your exceptionally strong desire to. use your éxperience and tdlents to continue to sérve
the public-and contributeto the organization.

ANALYSIS
A. Unprofessional Conduct — Off Duty

According to FBI Offense Code 5.21, employeés are prohibited from “{é]ngaging in
conduct, while off duty, which dishonors, dlsgraces ordiséredits the FBT;, serlously calls into
ques’uon the Judgment or: character of the employee, or compromises the,standmg, of'the

Your excessive; repeated, and politically-charged text messages, while you were. assxgncd
as the lead case agent on the FBI’s two biggest and most politically-sensitive investigations in
decades, demonstrated a-gross lack of professionalism and exceptionally poor judgment. Your
misconduct has cast 4 pall over the FBI’s-Clinton Email and Russia investigations and the werk
of the Special'Counsel. The immeasurable harm doneé to the reputation of the FBI will not be
easily overcome. While “Trump is.a fucking idiot,” “I hate these people,” “I need to fix it,” “No
he’s not [going to become president],” and “We’ll stop it,” took less than a minute for you to
transmit by text message; the long-term negative impact on the FBI cannot be-overstated. Your
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evel years .to come, and the FBI wﬂl be remplent of the expressed outrage

Youacknowledged: 1) you were aware of the significant public interestin and political
ramifications of the Clinton Email and Russia investigations; 2) your text messages were
motiitored and presetved; and 3) disclosiire of youir messages would hurt the integrity of the FBI
and the work on the Clinton Email and Russia investigations. You .also said your conduct was a
mistake “from the perspective:of perceptlon ” Your argument that'it would be, difficult to-“find a
petson [who] does not. have an opinion about things of either a political or a public interest
perspeetive” ismisguided and irrelevant. The hypothetical person you refer to:isnot: (a) tasked
as the lead investigator on the FBI’Sitwo biggest.and most pohucally-sensnwe investigations
Idurmg a.presidential election year; or (b) in a position to-actually influence the investigation,
alter investigative decisions, or potentially “stop™ someone from becoming president. Your
texting became a media sensation, cast-doubt on the FBI’s investigative ﬁndmgs and the Special
Counsel’s investigation, and brought harsh criticism upon the FBI from politicians at all levels of
beth political parties; President Trump, the niedia, and the: public. Although. you: tepeatedly
denied that your investigative decisions in the Clinton Email and Russia investigations were the:
result of actual bias, the.appearance of biased decision-making caused by yout ovitrageous texts
is ag bad as if you had been biased. You admitted that your texts “without question” constituted
“horrible judgment” and have.done significant.damage to the.reputation of the FBL:

~ Basedon a preponderance of the evidence, including your-own admissions, T conclude
the allegation that you violatéd Offense Code 5.21 is.substantiated.

B. Security Violation— Other

According to FBI Offense Code 5.18, employees are prohibited from “[¢]ngaging in an
activity or conduct in violation of a security regulatlon or policy promulgated by the FBI, DOJ,
or another authoritative:ageney, which has not'been specifically delineated in.another Offense
Code.” Pursuant to FBI pelicy, employees are prohibited from using personal e-mail services,
(such. as Yahoo, Graail, étc.) for goveinment busitiess. 30

You admitted using your personal devices and email accounts to conduct FBI business.
This‘is true even though you were provided appropriate FBI devices to conduct work outside of
the office.(cell phone, laptop, EBRAS machine), and although persotial email accoiints are nof
secure afid ‘are not an authorized means of maintaining piblic records, which shotld have been
apparent to you given your oversight of the Clinton Email investigation.

Your réliancé on Section 3.3.1 of 0879PG is misplaced asit is inconsistent with the FD-
889 which expressly prohibits the use of “personal e-mail services (such as Yahoo, Gmail, etc.)
for government buginess.” There is no exception noted to this policy, and, although you focused

3. See €.g;, Rulesof Behavior for General Users: Agreement Form (FD-889) expressly prohibiting anyone with
access to:the FBI 1T and Information Systems.IS fromausing' “personal-e-mail services' (such as Yahoo, Gmail; efc.)
for government businéss,” and FBI Information System Use Policy (Policy Directive 0922D), effective: September
12, 2016, requiring any user of the FBI IT/IS system'to “[a]cknowledge reading, understanding, and complying with
this pohoy by signing the:FD-889.”
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on'but orie instatiee:in which you used your personal email account toconduct FBT business
(your:review of the Weiner laptop search wattant), the iivestigation uricovered siumerous.
occeasions in which you used your personal email accourit to conduct FBI business.

In addition, Section 3.3.1 of 0879PG, the-authority upon which you rely, provides three
examples of situations in which use of a petsonally owned mobile device'may be permissible:to
conduct FBI business. All three examples involve only minimal and non-work substantive use
;of the non-FBI ~dev10e, such as coordmatmg nonoperatlonal meetmg mformat 1 v(e g What time

durmg or aﬁer a natural dlsaster (e g The F BI buﬂdmg jusi gdt ‘h1t byva {orhééd AIs everyone ina
safe: place?). _‘Your purported use of readmg a: redhned Verswn of an- afﬁdaVIt durmg the

peérmissible ex_ eptlons to the general rule prohlbxtmg thc use of non FBI owned moblle dewces
to conduct FBI business.

Based.on a preponderance: of the evidence, 1nclud1ng your-own admissions; I conclude:
the allegation that your violated Offense Code 5. 18 is substantiated.

C. Dereliction of Supervisory Responsibility

According to FBI Offense Code:5:2, it : is prohibited for “[a] supervisor; or an employee
-actlng 1n an authonzed‘ "uperwsory capamty, fallmg to exerms.'e reasonable care m the executlon

dev1a,1ng: from. appropnate méthods of superv1510n >

You failed to follow up with subordinates to. ensure they were: properly pursuingthe
contents on the Weiner laptop matter. Although you stated that you directed thein to take proper
actior in late September; thereafter you did not inquire further: Tt was hotuntil late October that
the issue'was resurrected; and that-was based on DOJ’s prodding; by which time it was too late:to
avoid ortecover from the cdlamity that would follow as-a-result.of the D’s October 28 and
November 6, 2016 letters to Corigress. You ackiowledged that;the Weinier laptop, discovery was
significant and needed to be thoroughly investigated, but yourdid not monitor the developments
'with the Taptop er the actions of your subordinates in:an appropriate maniner. Your September
28, 2016 text.exchange with GA. is clear'evidence that you knew there-were “hundreds of
thousands of emails” from Abedin discovered on the Weiner laptop. You acknowled' ed that
you knew NYO did not. have the légal authotity to view the-emails: Yet you to on t
confirm that subordinates were doing what néeded to be done to-determine:the:significance of
those emails o1 to obtain a search warrant until.a month later. The OIG harshly eriticized the
FBI for: falhng tostake properinvestigative: steps. for approximately one'month and noted that the
eventual, actions takeri by the FBI at the end of October 2016 were based on facts known to the
FBI at the end of September 2016. Asthelead case agent assigned to the Clinton Email team,
your inaction contributed to a.substantial investigative error and significantly tacnished the
integrity of the Bureau.

Based on & preponderance of the evidence, including yout own. adimissions, I eonclude
the allegation that you violated Offénse/Code 5.2 is substantiated.

21



Mr, Peter P. Strzok Il

PENALTY DETERMINATION

‘When propesing an approptiate penalty, I considered.the 12 Douglas Factors, including,
‘but not limited to, consistency with precedent, the FBI’s Penalty Guidelines, prior disciplinary
history, and. aggravatmg/nutlgatmg factors.,

‘The investigation establishes you violated FBI Offénse Code.5.21 (Unprofessional
Conduct — Off Duty). "The standard penalfyis a ﬁve—day suspension., Mitigating factors wartant
an-oral repnmand to a thiee-day suspension. Aggravating factors warrant a seven-day
suspension 1o dismissal.

‘The investigation establishes you violated FBI Offense Code5.18 (Security Violation —
Other). Thestandard penalty 13 a five-day suspension. Mitigating factors warrant-an oxal
reprimand to a three-day Suspefision. Aggravating factors warrant a-seven- to 30-day
suspension. - — |

The investigation establishes you violated FBI Offense Code: 5.2 (Dereliction of
Supervisory Responsibility). The standard penalty is a five-day-suspension. Mitigating fictors
‘warrant an oral reprinand to a three-day suspension. Aggravating factors warrant a seven- to. 14-
«day suspension.

I have considered all mitigating factors siippoited by the récord, including, butnot
limited to, your 21 years of EBI service, outstanding performance record, and niimeious awards,
including thosenoted in your written response. 1 am also cognizant of thefact that you were
assignied to'two very stressful and high-profile investigations during the tirne.of your misconduct.
Nevertheless; sévere aggravation is warranted because your inappropriate text messages were
extensively covered by the media and brought extreme.crificism on the FBI and DOJ. Your
condﬁct also caus@:d nnmeasurable harm to the Bureau S, reputatmn w1th DOJ other goVernment
..aggravatmg factor for all mlsconduct in the Penalty Guldelmes Your 1nappropr1ate pohtlcal
comments on your FBIL-issued cell phone resulted in skepticism aboutmajor investigative
conclusions in an extremely high-profile case.and required you tobe temoved for just cause from
the Special Counsel’s investigation. Your actionis:showed extremely poor judgrient.

It addition, your use of your personal devices and pérsonal émail account to conduct FBI
business paralleled the very nature of the.case you were tasked foinvestigate. Ironically, you
characterized Clinton’s iise of a private email server to conduct; government ‘business as “4l1I-
'adwsed,” “really dumb,” and “borderlitie” criminal. The level of hypocrisy seen in your conduct
isstaggering and further calls into question your judgment. Yout impermissible use of your
pnvate email to conduct official FBI business in a matter thatinvolved a possible misuse of a
‘private server and email accounts to conduct govériitent business created a strong likelihood
that the public.image of the FBI would be significantly tarnished, and the investigative
conclusions, of one of the EBTs largest casesiwould be called into question, The Penalty
Guidelines specifically call for aggravation under Offense Code 5.18 'for matters that
comproiiise-a.case or have a negat'ivc#impaet on the FBI. Your-useof ’pe;rsona;l' devicesand a
‘personal email account to'work on sensitive material also-créated a significant:security risk.
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Finally, following the discovery of potentlally significant new evidence in the Clinton
Efnail matter, your lack of proper oversight and diligent, follow through as a supervisor created
dn enormous embarrassment to the Bureau and has been cited by someé:as having altered the.
results of a presidential election. The Penalty Guidelines specifically call for-aggravation under
Offense Code 5.2 for matters that negatively impact the Bureau. In. further aggravation, you are
a supervisor and, as such, held to-a higher standard, and you have a-prior substantiated
administrative inquiry.

The nature and scope of the misconduct certainly watrants dismissal. ‘Howeéver, you
executed a Last Chance Agreement acknowledgiiig the sefioustiess of your misconduet. You are
profoundly-remorseful and determined to overcome yourmisdeeds. Your Division asserts you
are an extreémely talented and intelligent investigator; gifted agent, and hard-working employee;.
‘who your Division believes will niéver again engage in misconduct. Based on the record as a
‘whole, including your written. response and otal presentatmn, Tam suspendmg you for 60 days,
and demoting you to a non-supervisory position for yout 5.21; 5.18; and 5.2 offensés.

CONCLUSION

Ini sum, I amesuspendiig you from duty, without pay, for 60 calendar days, and demoting:
you te a non-supetvisory’ position. The FBI must hold employees accountable for violations of
its standards of conduct, rules, regulations, and policies. This disciplimary penalty is intended to
eonvey the seriousness with which the FBI views your actions. Progressive discipline is-applied,
‘where appropridte. Thus, you can expect to receive a fiiore Severe: dlscxplmary penalty tn'the;
future for-a similar disciplinary offensé.3!

REFERRAL TO OTHER DIVISIONS

In-accordarice with, established policy; the.results.of this-administrative i mqu]ry will be
shared with other divisions, as-appropriate. Thus,a copy of this eommunication is beirig
provided to the Security Division:as it may be relevant to yout retention of a Top Secret security
clearance. Tnformation régarding this inquiry will :also be provided (o the Special Agent Mid-

Yol are admomshed fiotto discuss this matter with anyone other than fhe Inspection Division’s Inteérnat
Investigations Section (IIS), QPR,; the. Human Resotirces Branch®s Office of Disciplitiary Appeals (ODAY, the
Secutity’ Dmswnz the FBI's Employee Assistanice Program, the FBI’s Ombudsiian, or ah attorfiey Who has signed
theé appropriate Nondisclosure Agregitient. Neither YOou, your attorhqy, nof anyone adting 61 youi behalf should
Lontact:any witness or potential witness abott thi§ inquity without first obtainiig approval fioin IS, OPR, or ODA.
difi io-are admonished that any redacted inaterials-or othér FBI documepts v réview:itt ¢onhection, With:
this ingifry aré the propérty of the FBL; andyou aré prohibited from: photocopying or-removing such docuinerits
from FBI space, You: ay iake notes conicerning the content of such material, but those hiotes. may be used anly to
facititate your participation'in this disciplinary i inquiry-and forno othér purpose..
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Levél Management Selection Board and/-'or the Director for their considerationon any: future
promotion of other:action réquiring their recommendation.

Sincerely yours,

Candice M. Will,
Assistant Director
Office of Professional Responsibility

Enclosures

I -Office of the Inspector General, Department of Justice

1 - AD, Human Resources Division (Personal Attention) Enclosure (See Not¢)
263D-HQ-2937212

1 -.AD, OPR o S) N ' _

1 - Security Division (Attn: Unit Chief, AIU, (For SecD records only--Do not
forward to RMD)

1 - Hiiman Resources Division {Attii: Usit Chief, P/PAPU, Room 10997)

1 - Human, Resources Branch (Attn; Unit Chief, ODA, Room 10283)

1 - Tickler Copy, OPR

Based on Human Resource Division EC to-OPR, 06/14/2018, Counteriritelligence Division EC fo
‘OPR, 6/15/2018, OPR ROI, dated 06/15/2018, employee’s written response dated 07/17/2018,
oral presentation on 07/24/2018, and Last Chance Agreement, 07/26/2018.

CMW:hlb (9

NOTE TO AD
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letter on Mr Strzok However, Mr. Strzok’s secunty clearance has been suspended and Mr
Strzok cannot return to work until it is reinstated, Information regarding this i mquzlry will be
provided to Security Division for their consideration. Please contact Unit Chief Jessica Loreto if
youhave any quéstions about the OPR matter and contact. Security Division,, Analys:s and
Investigations Unit, for information regarding the security clearance.

By EC, dated October 22, 2004, the Director instituted the following policy:

A subject who réceives an initial letter proposing-termination that is later
ameénded to-something less thantermination will beireturfied to his previous
position with, full pnvﬂeges including restoration of atiy lost salary and routinie
grade advancements resulting from a non-duty and/or non-pay status. Annual and
sick leave taken as a voluntary election cannot be restored. Restoration of'any
lost salary will be-offset by inconie earnéd from secondary employment for the
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period the employeeis in a non-duty and/or non-pay status, in accordance with
Title 5, Code of Federal Regulations, Part 550.805(e)(1).

The HRD’s: Payroll/Personnel Actions. Processmg Unit (P/J?APU) has beén assigned to
coordinate the personiel actions.arisingiout of this mattér. Tt is incuribent upon. the
Division/Field Office to contact the Unit Chief at.the P/PAPU via email or telephone with
the information necessary to comply with the above-cited policy before the reinstatement
process ¢an begin. Information needed to process this reinstatement includes: the number of
days the-employee was in.anon-duty and/or noii-pay status; the number of days-of anrual Jeave
which the employee elected to take.(if’ apphcable), the: arnount of‘any income earned from
secondary employment while suspended fforn the FBI (if applicabie); the amount of income
obtaitied from uneiriployment compensation while: suspended from the FBI (if applicable);-and
any othet information needed due to the specific circumstances of this case which is requited to

‘begin processing the reinstatement of your employee.
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. You, or your designee, should personally present the attached letter to the emiployee
within séven calendar days from the date the Divisioni receives this letter.

. The Division should send OPR Unit Chief Jessica A. Loreto.an email advising of the-date
on which the Division presented the letterfo the employee:

. When you present the letter to the.employee, please ensure that the employee. fully
uvnderstands the:reason for thé Burcau’s action

. Yotrare to inpose the dlsmplmary sanction within seven calendar days.

. A 60-ddy siispension requires the-émployee to record 44 complete work days of

“Susperision™ jn'WebTA. If the-employee has not already recorded 44 days of
Suispension in WebTA, please impose.the disciplinary sanction in accordance with the:
“Rules that Apply to the Imposition of Suspension” listed. below.

Riiles.that Apply to the Imposition of Suspensions

. All suspensions must coinmence:on Monday morning;

. Suspensions are ¢aloulated in ¢alendar days, not work days,

All'work days during the period of suspension must be recorded in WebTA as
“Suspension.” | '

. Suspensions may be impesed overa federal holiday. Ifa suspension s iinposed overa

federal holiday, the holiday itself must be-tecorded in the WebTA: system as
“Suspensmn > If cannot bé-recorded in WebTA 45 8 hours of pay.

. A furlough day does NOT count toward the serviee of the suspension.

. No employee ¢an work an alternate-work.schedule during any pottion of a pay period in.
which a suspension is beingserved. - o

. Before the: employee starts a suspension, the Division must e-mail the proposed dates of

the suspension to the OPR Uit Chief who signed the proposal letter. OPR will ensure
that the suspension conforis fo the fequirentents listed above, ifi accordance with the
requirements of the OIG’s 2009 audit, and will adviseithe Division:.

- Once:OPR bas.approved the suspension start date, the: Division must enter the
corresponding SF-52 (Personnel Action Request) into HR Source. Enter the:approved
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suspension start date as the effective date in HR Source. The employee will thereafter
receive.an SF-50(Notification of Personnel Action) through eOPF. In HR Source, the
Action Code is Suspension.and the Reason‘Code:is Suspension. The NOA Code is.450 —
Suspénsion NTE. (Date).

. Upon the employee’s retuini to duty, the Division'must enter the necessary SF-52;
(Personnel Action Request) into. HR Source. The employee will théreafter receive an SE-
50 (Notification of Personnel. Action) through ¢OPF. Enter the-approved return date-as
the-effective-datein HR Source. InHR Source, the Action Code is Return from
Suspénsion (REC), and the Reason Code is Reeall from Suspension/Layoff (REC). "The
NOA Code.is 292 — Retitri to.Dity.

. If the Division is unable to-enter the-employee’s retumisto-dty SF-52 in HR Soutce, the:
Division must contact the:Customer Service: Support Center, HRD, (202) 324-3333, for
guidance.

. The Division shall enter the following information in the. “Justification” section of HR

Source: “Adjudication of diseiplinary action.™
. If you have: any. questions, please contact the:OPR Unit Chief assigned to, your Division
or the OPR Front Office (202-436-7470).

Administrative Issues,

. Bureau propertyin the custody 6f the employee should be sécured -and retained until the
employee returns to duty; '

. In general; it is'not necessary to debrief employees who are being suspended in
connection with disciplinary actions: ”

: If'specific security issués arise, the division head or desigiiee should consult with the

Division’s security officer fora determination as to whether debriefing.of the.eémployee’s
Top Secret clearance and any applicable Sensitive Compartmented Tniformation accessgs
is warranited: o

. Suspended employees must be reminded of their continuing obligation not to' disclose
FB1 sensifiverand classified information, and that failtire to abide by FBI rulés ifi this
régard may resultin disciplinary action, up to and including dismissal.,

. ‘Furnish the employee with a copy of Standard Foim 8, Notice to Federal Employee about
Unemployment Compensation, before he starts the suspension:
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